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interpretation to examine the problem in the context of higher-order languagessuch as Scheme [Shi88, Shi91]: His major concerns are with semantic aspects ofthe problem. Lakhotia studies the general problem for a language where pro-cedures may be assigned to variables, invoked through variables, and returnedas results [Lak93]. Lakhotia gives a polynomial time algorithm whose e�ciencygains come at the cost of considerable imprecision in the analysis.Zhang and Ryder [ZR94] examine the complexity of interprocedural functionpointer may-alias analysis for the programming language C. They are the �rstto de�ne, in a precise way, what it means for such an analysis to be precise,1 andconsider the complexity of the problem with respect to the presence or absenceof various program constructs, such as global function pointers, assignment tofunction pointers, invocation through function pointers, etc. They show thatwhile polynomial-time algorithms exist for precise solutions to the problem inthe presence of some restricted combinations of such program constructs, theproblem is, in most cases, NP-hard.This paper examines in detail the computational complexity of a number ofvariations on interprocedural function pointer may-alias analysis. We �rst showthat the computation of precise solutions requires the use of the relational at-tributes method [JM81], which, in turn, implies NP-hardness even in the absenceof function calls, and show that the problem is complete for deterministic expo-nential time. We then examine two natural ways to simplify the analysis at thecost of precision. The �rst is to use an independent attributes analysis [JM81],i.e., ignore dependences between the aliases of di�erent variables. Somewhatsurprisingly, the problem remains EXPTIME-complete in this case: the simpli-�cation produces no improvement in the theoretical worst-case complexity. Thesecond simpli�cation is to abandon context information for function calls andresort to what Shivers refers to as 0-CFA (zeroth-order control ow analysis).It turns out that this simpli�cation admits polynomial-time algorithms, thoughpotentially at the cost of considerable sacri�ce in precision.The remainder of this paper is organized as follows. Section 2 discussesbackground information and de�nes the FP-MayAlias problem. Section 3 dis-cusses the problem of obtaining precise solutions to this problem. Section 4considers the complexity of function pointer alias analysis using the indepen-dent attribute method, and Section 5 considers a further sacri�ce in precisioninvolving context-insensitive analysis. Section 6 briey considers the relatedproblem of function pointer must-alias analysis. Finally, Section 7 concludes.2 PreliminariesFor code analysis and optimization purposes, compilers typically construct acontrol ow graph for each function in a program [ASU86]. This is a directedgraph where each node represents a segment of executable code that has a single1The determination of whether some (nontrivial) propertywill actually hold at a particularprogram point at runtime is, of course, undecidable. A standard assumption in the dataowanalysis literature is that both branches of a conditional can be executed: this usually su�cesto sidestep the problem of undecidability, and \precision" of program analyses is typicallyde�ned with respect to this assumption. 2



entry point and a single exit point, and where there is an edge from a node A to anode B if and only if it is possible for execution to leave node A and immediatelyenter node B. If there is an edge from a node A to a node B, then A is said tobe a predecessor of B and B is a successor of A; the set of all predecessors of anode A is denoted by pred(A), while the set of all successors of A are denotedby succ(A). For a node with a single predecessor, we abuse notation and usepred(A) to refer to the predecessor itself rather than the singleton set containingthe predecessor, and similarly with successors.Control ow graphs in the traditional sense describe the ow of control withina function, but do not account for control ow across function boundaries. Aninterprocedural control ow graph (ICFG) for a program consists of the controlow graphs of all the functions in the program, together with edges representingcalls and returns that link the ow graphs of di�erent functions. A functioncall is represented using a pair of nodes, a call node and a return node: thesuccessors of a call node consist of the corresponding return node together withthe entry node of each function that can be called from that node (in the caseof indirect calls through function pointers, there is an edge to the entry node ofeach function in the program), while the predecessors of a return node consistof the corresponding call node together with the exit node of each function thatcould have been called from that call node. The function that is called froma call node n is denoted by callee(n). To prove that a property holds at aprogram point, an analysis must consider statically executable paths from theentry point of the program upto that point: roughly speaking, these are pathsthat can actually be taken during execution, modulo the assumption (standardin dataow analysis) that both branches of a conditional can be taken [ZR94].More formally, these paths can be de�ned as follows:De�nition 2.1 [Statically executable path] A path starting at the root2 ofthe interprocedural control ow graph is statically executable if it satis�es thefollowing two conditions:1. The path has a proper subpath containing all the return nodes. A path isproper if� It contains no return and no call nodes.� It is the concatenation of two proper paths.� Its �rst call node c and its last return node r stem from the samecall site; the successor c0 of c and the predecessor r0 of r belong tothe same function; and the path from c0 to r0 is also proper.2. For each indirect call edge through a function pointer x to a function f ,x must point to f , i.e., the last assignment to x along the path must havebeen to f .2In the sequel we will call this root entry(main)3



De�nition 2.2 [Function Pointer May Aliasing Problem] Given a node n inthe ICFG and a variable v the function pointer may aliasing problem is to �ndall procedures p so that there is a statically executable path from the entrypoint of the program to the node n at the end of which v points to p.We write [n; hv; pi] to indicate that v may be aliased to p, i.e., may pointto p, at a program point n. An interprocedural function pointer may-aliasanalysis is said to be precise if, for each program point n of each program P ,the set of aliases it computes is exactly the set [n; hv; pi] . While an analy-sis may not be precise in general, it is required to be safe, i.e., compute atleast those aliases that hold at each program point. We will show that theproblem of precise function pointer may-alias analysis is complete for the com-plexity class EXPTIME, i.e., deterministic exponential time, which is de�nedas EXPTIME = Sc�0DTIME[2nc ].We use the following notation in the remainder of the paper. The powersetof a set S is denoted by P(S) , the n-fold Cartesian product of S with itself isdenoted by Sn, the set of monotone functions from Sn to S|assuming that Sis ordered|is denoted by [Sn ! S]. If S forms a (complete) lattice under apartial order v, with meet and join operations u and t, then Sn and [Sn ! S]also form (complete) lattices with v, u and t extended componentwise andpointwise in the obvious way. Given a recursive equation f(�x) = E(f; �x) overa complete lattice (S;v) with meet and join operations u and t respectively,let � (f) : S ! S be the functional corresponding to the right hand side of thisequation: if � is monotone and continuous (note that a monotone function overa �nite(-height) lattice is necessarily continuous), then from the Knaster-Tarski�xpoint theorem [Tar55], it has a least �xpoint given by Fi�0f� i(?) j i � 0g,where ? is the least element of S and � i denotes the i-times iterated unfoldingof � . We use lfp(f) and sometimes f� to denote this least �xpoint. Finally,f [a 7! b] denotes the function that coincides with f except at a, where itevaluates to b: f [a 7! b] 4= �x:if x = a then b else f(x):Since we focus purely on the problem of function pointer aliasing, to sim-plify the discussion we explicitly disregard issues that do not bear directly onthis. In particular, we assume that there are no arrays or records, nor any refer-ence parameters or pointer-induced aliasing (except for aliases due to functionpointers).For notational simplicity in the discussion that follows, we assume that pro-grams obey the following syntactic restrictions. We assume that all functionshave the same set of local variable names, denoted by Var, and the same set offormal parameters Fml = ffml1; : : : ; fmlkg � Var. These formals are assumedto be read-only, i.e., they cannot be changed within a function. This makes iteasier to match up environments at the entry to, and exit from, a function, andcan be easily met by copying formals to other local variables where necessary.Additionally, each function is assumed to have a special variable ret 2 Var: thevalue returned by the function is loaded into this variable before control returnsto its caller. To model parameter passing, we assume that each function has aspecial set of variables Arg = farg1; : : : ; argkg � Var, and that the value of the4



ith argument is assigned to argi before a function call (1 � i � k). Addition-ally, each function is assumed to have a special variable res 2 Var: whenevera function calls another function, the result of the function call is assumed tobe assigned to this variable when control returns to the caller. Finally, it is as-sumed that the ow graph for each function f has distinguished entry and exitnodes, entry(f) and exit(f) respectively, where execution enters f and leaves f .We sidestep the issue of indirect calls through an unde�ned function pointervariable by assuming that there is a special function nil 2 Fun, where Fundenotes the set of function names in a program, that always returns a pointerto itself. Initially, all variables are assumed to be initialized to point to nil. Theentry point of a program is a distinguished function main 2 Fun. We assumethat there are no global variables. This restriction is primarily to simplify ourdataow equations: it is straightforward to extend the equations to take globalsinto account, but this does not shed any additional insight into complexity issuesrelating to this analysis or a�ect our results in any way.3 Precise Function Pointer Alias Analysis3.1 Relational Attributes vs. Independent AttributesProgram analysis involves keeping track of (descriptions of) the values di�er-ent variables can take on at di�erent program points. In general, the values ofdi�erent variables may depend on each other. When tracking the values thatvariables can take on, we may choose to keep track of such dependencies (leadingto analysis information of the form \[n; hx; ai] and [n; hy; bi] ; or [n; hx; ci] and[n; hy; di] "), or we may choose to ignore such dependencies (leading to informa-tion of the form \[n; hx; ai] or [n; hx; ci] ; and [n; hy; bi] or [n; hy; di] "). Jonesand Muchnick refer to the former kind of analysis as the relational attributesmethod, and the latter kind as the independent attributes method [JM81]. Inpractice, program analyses typically use the independent attributes method be-cause it tends to be simpler and more e�cient to implement.In the context of function pointer may-alias analysis, a precise analysis al-gorithm cannot use the independent attributes method in general. This is illus-trated by the following example:Example 3.1 Let PF denote the type of a pointer to a function that takes anargument of type PF and returns a result of type PF.3 Consider the followingprogram:PF id(PF x) { return x; }PF nil(PF x) { return &nil; }main(){ PF z;3This recursive type cannot be properly expressed in C, though it is possible to use voidpointers and casting to achieve the same results. To simplify the presentation, however, wewill use PF to refer to such pointers. 5



if (...) { x = &id; y = &nil; }else { x = &nil; y = &id; }z = (*x)(y);...}It is not di�cult to determine that, regardless of which branch of the condi-tional is taken, the value assigned to z must be a pointer to nil. However, anindependent attribute analysis would determine the set of possible aliases forboth x and y, at the point immediately after the conditional, to be fid, nilg.Then, when considering the indirect call (*x)(y)we would be forced to considerthe possibility that both x and y are pointers to id, implying that a possiblevalue that could be assigned to z is a pointer to id. This is imprecise, and theimprecision is due solely to the fact that the connection between the aliases ofdi�erent variables is lost during an independent attributes analysis.3.2 A Framework for Function Pointer May-Alias AnalysisAs Example 3.1 illustrates, a precise analysis requires what Jones and Muchnickhave referred to as a relational attributes analysis, i.e., where connections be-tween the possible aliases of di�erent variables are maintained [JM81]. We willkeep track of such connections using environments, which map local variablesto the functions they are aliased to (point to). Environments are �nite maps;an environment of the form [a1 7! b1; : : : ; an 7! bn] represents the function�x:if x = a1 then b1; � � �; else if x = an then bn; else nilThe set of environments is Env = Var ! Fun. The function Lookup : (Var [Fun) � Env ! Fun evaluates the expressions in call and assignment nodes. Anexpression can either be a variable or a constant:Lookup(expr; env) = � expr if expr 2 Funenv(expr) if expr 2 VarThe dataow analysis associates, with each node n in the ICFG, an elementAEnv(n) 2 P(Env) . Since all variables are unde�ned, and hence assumed to beinitialized to nil at the entry to the program (see Section 2), for the root noder (= entry(main)) of the ICFG we set AEnv(r) = f�x:nilg. The environmentsfor the other nodes are de�ned via dataow equations as follows:1. n is the entry node for a function f . Let CallEnv(n; f) be a the subset ofenvironments currently associated with call node n that could have causedexecution to enter function f :CallEnv (n; f) = fe 2 AEnv(n) j f = Lookup(callee(n); e)g:Then, AEnv(n) is given byAEnv(n) = Sp2pred(n)f[fml1 7! e(arg1); : : : ; fmlk 7! e(argk)] je 2 CallEnv(p; f)g:6



2. n is an assignment node `x := u'. The only e�ect of this is to update thebinding of x in the environment to the value(s) denoted by u:AEnv(n) = [p2pred(n)fe[x 7! Lookup(u; e)] j e 2 AEnv(p)g:3. n is a return node for a function call. Let n0 be the call node correspondingto n. The possible return values can be obtained from the environmentsat the exit nodes of the functions called by n0. However, we have tomake sure that we consider only realizable paths: this can be done byconsidering only those environments at the exit nodes whose formals matchthe arguments at the call node n0. Therefore, we de�ne:ReturnEnv (n; e) = fe0 2 AEnv(exit(f)) j f = Lookup(callee(n); e)^^1�i�k e(argi) = e0(fmli)g:AEnv(n) is then simply the set of environments at the call node n0 ap-propriately updated with the values that could be returned by the calledfunction:AEnv(n) = fe[res 7! e0(ret)] j e 2 AEnv(n0) ^ e0 2 ReturnEnv (n0; e)g4. n is a conditional node, an exit node, or a call node. In each case, AEnv(n)is obtained by copying the environments of the only predecessor node:AEnv(n) = AEnv(pred(n)):5. n is a junction node. In this case, AEnv(n) is obtained as the union of itspredecessors' envoronments:AEnv(n) = Sp2pred(n) AEnv(p):The equation for the entry nodes make sure that not all possible function argu-ments are considered but only those that can actually happen during execution.This essentially resembles the minimal function graphs approach of [JM86].We use AEnv� to denote the least �xpoint of the system of equations givenabove for AEnv . Since the sets Var and Fun are �nite, so is the set Env =Var ! Fun. This implies that (P(Env) ;�) is a �nite lattice, and therefore thatAEnv� 2 P(Env) can be computed using the iterative algorithm shown below.Algorithm 3.1for all nodes n doif n = r then AEnv(n) = f�x:nilg else AEnv(n) = ;repeatfor all nodes n except r do in parallelrecompute AEnv(n) from the AEnv value(s) of the predecessor(s) of nuntil there is no change to AEnv(n) for any node n7



The �xpoint captures the aliasing behavior of the program precisely (uptothe standard assumptions of dataow analysis):Lemma 3.1 The precise set of aliases at any program point n in a program isgiven by AEnv�(n). In other words, for any point n in a program, [n; hv; pi] ifand only if 9e 2 AEnv�(n) : e(v) = p.Proof The proof that [n; hv; pi] implies 9e 2 AEnv�(n) : e(v) = p is byinduction on the length of statically executable paths leading upto n. Theother direction is by �xpoint induction on the equations de�ning AEnv.Theorem 3.1 FP-MayAlias 2 EXPTIME:Proof We show that AEnv� can be computed in time O(n3 � (fv)2) = O(n3 �22n logn), where n is the number of nodes in the ICFG,f = jFunj, and v = jVarj.We assume that each set AEnv(n) is represented by a bitvector of length fv .Since each bit once set to 1 will never change back to 0 there can be at mostn � fv iterations. In each iteration we have to consider n nodes. The mostcostly operation is the computation for a junction node which is bounded aboveby O(n � fv). Furthermore, we have f = O(n), and v = O(n). Since thecomplexity class EXPTIME is de�ned as EXPTIME = [c�0DTIME[2nc ], thetheorem follows.3.3 FP-MayAlias is EXPTIME-HardTheorem 3.1 indicates that in the worst case, time that is exponential in the sizeof the input program is su�cient for the FP-MayAlias problem. In this section,we show that this analysis problem is hard for deterministic exponential time,i.e., it may require, in the worst case, time that is (at least) exponential in theinput size. Our proof is by reduction from a problem of evaluating recursivemonotone Boolean functions over the lattice B = f0;1g, the boolean latticewith 0 v 1, and meet and join operations u and t.De�nition 3.1 [Recursive monotone boolean function (RMBF )]A recursive monotone boolean function (RMBF ) is an equationF (x1; : : : ; xk) = exprwhere expr is recursively de�ned by the following BNF productions:expr ::= 0 j 1 j xi(1 � i � k) j expr ^ expr j expr _ expr j F (expr; : : : ; expr)expr induces a monotone and continous functional �1 on [Bk ! B].4 Thefunction denoted by the equation is then its least �xpoint lfp(F ) in [Bk ! B].4Here 0,1, resp. xi are abbreviations for �~x:0, �~x:1, resp. �~x:xi8



De�nition 3.2 [RMBF Problem]Given a pair (eq; ~z) where eq is a RMBF and ~z 2 Bk the RMBF problem is toevaluate (lfp(F ))(~z).Theorem 3.2 (Hudak and Young [HY86])The RMBF problem is EXPTIME-complete in the length of the pair (eq; ~z).Given an instance ' = (eq; ~z) of the RMBF problem, our strategy will be togenerate a program P' such that the results of function pointer alias analysison P' can be used to solve '. (The generation of the corresponding ICFG isstraightforward). Given any numbering of the syntax tree of eq that assignsdistinct numbers to distinct nodes, let the subtree of the syntax tree rooted atthe node numbered ` be denoted by E` and let `r be the number of the rootnode. Then, the program P' is de�ned as follows:1. It contains the de�nitionstypedef PF ...;PF nil(PF arg) freturn &nil;gPF id(PF arg) freturn arg;gHere, PF is a pointer to a function that returns a result of type PF andtakes an argument of type PF (see Example 3.1).2. Corresponding to each subexpression E` of the body of the recursive equa-tion eq, there is a C function f` , de�ned as follows:(a) If E` � 1 then f` is: PF f`(PF x1,...,PF xk) freturn &id;g(b) If E` � 0 then f` is: PF f`(PF x1,...,PF xk) freturn &nil;g(c) If E` � xi then f` is: PF f`(PF x1,...,PF xk) freturn xi;g(d) If E` � E`1 ^E`2 then f` is:PF f`(PF x1,...,PF xk)freturn f`1(x1,...,xk)(f`2(x1,...,xk));g(e) If E` � E`1 _E`2 then f` is:PF f`(PF x1,...,PF xk)freturn (...)? f`1(x1,...,xk): f`2(x1,...,xk);g(f) If E` � F (E`1; :::; E`k) then f` is:PF f`(PF x1,...,PF xk)freturn f`r (f`1(x1,...,xk),...,f`k(x1,...,xk));g3. Let ~z0 be obtained from ~z by mapping1 to id and 0 to nil componentwise.Then, the entry point for P' is de�ned by the C functionvoid main() f PF result = f`r(&z01,...,&z0n); g9



Example 3.2 Consider the RMBF instance' = (F (x1; x2; x3) = F (F (x1; x3; x2); x3 _ x2;1) ^ x1; (1;0;1))Its syntax tree, with the (preorder) number of each node shown next to thenode, together with the program P' corresponding to ', is shown in Figure 1.The following result is straightforward:Lemma 3.2 Given any instance ' of RMBF , the ICFG for program P' canbe generated in time polynomial in j'j.Since aliases in the programs so generated are generated through functioncalls only, variables can point only to nil and/or id, and the aliases of a par-ticular incarnation of a variable never changes, we can use a somewhat simplerapproach for the analysis than that outlined in Section 3.2. The following the-orem establishes the relationship between the alias analysis and the solution ofthe RMBF problem. The rest of the section is devoted to its proof.Theorem 3.3 (Main Theorem)Let ' = (eq; ~z) be an RMBF problem and P' the corresponding program gen-erated by our reduction. Then,(lfp(F ))(~z) = 1 if and only if [exit(main); hresult; idi] holds in P'In order to prove Theorem 3.3, it su�ces to focus on the possible returnvalues of functions. This motivates the de�nition of the mapping AFunc : Fun !P(Fun) k ! P(Fun) that models the aliasing behavior of an entire function.AFunc(f) maps argument aliases of f into return aliases of f . AFunc(f) isde�ned by a system of recursive equations, one equation for each function f`corresponding to the subexpression E`, as given in Table 1, with the binaryoperation ? is de�ned as follows:a ? b 4= if (a = ; _ b = ;) then ;elseif (a = fnilg _ b = fnilg) then fnilgelse a [ b.Let L be the lattice (P(fnil; idg) ;�). All the functions occuring in the systemof equations de�ning AFunc are in [Lk ! L], i.e., are monotone functions overa �nite complete lattice. These equations therefore have a least �xpoint, whichwe denote by AFunc�. Furthermore, we can reduce this system of equations (bysuccessive substitution) to a single recursive equation in AFunc(f`r) The syntaxtree of this equation is isomorphic to that for eq: only the labels are di�erent,but they correspond as follows: a node labelled 0 in the tree for eq correspondsto a node �~x:fnilg in the tree for the equation for AFunc(f`r ); 1 corresponds to�~x:fidg; xi corresponds to �~x:xi; ^ corresponds to ?; _ corresponds to [; and anode labelled F (� � �) corresponds to one labelled AFunc(f`r ). The functional �210



�� AA@@��� @@�� @@�������� 1234 5 6 78 9 10 11^FFx1 x3 x2 x3 x2_ 1 x1typedef PF ...;PF nil(PF arg) {return &nil;}PF id(PF arg) {return arg;}void main() { PF result = f1(&id,&nil,&id) }PF f1(PF x1, PF x2, PF x3){ return (f2(x1,x2,x3))( f11(x1,x2,x3) ); }PF f2(PF x1, PF x2, PF x3){ return f1( f3(x1,x2,x3),f7(x1,x2,x3),f10(x1,x2,x3) ); }PF f3(PF x1, PF x2, PF x3){ return f1( f4(x1,x2,x3),f5(x1,x2,x3),f6(x1,x2,x3) ); }PF f4(PF x1, PF x2, PF x3){ return x1; }PF f5(PF x1, PF x2, PF x3){ return x3; }PF f6(PF x1, PF x2, PF x3){ return x2; }PF f7(PF x1, PF x2, PF x3){ return (...) ? f8(x1,x2,x3) : f9(x1,x2,x3); }PF f8(PF x1, PF x2, PF x3){ return x3; }PF f9(PF x1, PF x2, PF x3){ return x2; }PF f10(PF x1, PF x2, PF x3){ return &id; }PF f11(PF x1, PF x2, PF x3){ return x1; }Figure 1: The syntax tree and generated program for Example 3.2E` Equation corresponding to f`1 AFunc(f`) = �~x:fidg0 AFunc(f`) = �~x:fnilgxi AFunc(f`) = �~x:xiE`1 ^E`2 AFunc(f`) = AFunc(f`1) ? AFunc(f`2)E`1 _E`2 AFunc(f`) = AFunc(f`1) [ AFunc(f`2)F (E`1 ; : : : ; E`k) AFunc(f`) = AFunc(f`r)(AFunc(f`1); : : : ;AFunc(f`k))Table 1: Equations for AFunc11



represented by the right hand side of the resulting equation allows us to expressAFunc� as t f�<i>2 (?2) j i � 0g where ?2 = �~x:;. Since [Lk ! L] is a �nitelattice, it follows that AFunc� = �2<k>(?2) for some �nite k.AFunc�(f) is closely related to the set AEnv�(exit(f)): the set of functionpointers that can be returned by a function f , as determined by AFunc�(f), isprecisely the set of return aliases for the exit node of f as determined by AEnv�:Lemma 3.3 (Relationship between AFunc�(f) and AEnv�(exit(f)))For any f; v1; : : : ; vk 2 Fun with [fml1 7! v1; : : : ; fmlk 7! vk] 2 AEnv�(init(f)),AFunc�(f)(fv1g; : : : ; fvkg) = fe(ret) j e 2 AEnv�(exit(f)) ^ k̂i=1 e(fml i) = vig:Proof Omitted.In contrast with the minimal function graph approach for AEnv� where wewere only interested in arguments of each function that could actually occurduring program execution, AFunc� considers all possible arguments. However,the preceding lemma shows that AFunc� agrees with AEnv� for those argumentsthat can occur.Next we show that given a RMBF instance ' de�ning a function F , theset of aliases AFunc� computed for the corresponding program P' is essentiallyequivalent to lfp(F ), if we associate aliases to nil with 0 and aliases to id with1: de�ne the function h : L ! B as follows:h(x) = � 1 if id 2 x0 otherwiseLet ~h : Ln ! Bn be the componentwise extension of h. The connection betweenAFunc� and lfp(F ) can now be made precise via the notion of one function beingfaithful to another. Intuitively, g : Ln ! L is faithful to f : Bn ! B if g(~x)can return a pointer to the function id if and only if f(~x) evaluates to thetruth-value 1:De�nition 3.3 A function g 2 [Ln ! L] is faithful to a function f 2 [Bn ! B],written g � f , if and only if f �~h = h � g.Theorem 3.4 AFunc� � lfp(F ).Proof: The proof is by a double induction: the outer level is an arithmeticinduction on i, the number of iterations of the functionals corresponding toAFunc and F , while the inner level is a structural induction on the formulaE` and the corresponding expression AFunc(f`) obtained after i unfoldings ofthese functionals. The base case for either induction follows directly from thede�nitions of L, B, and AFunc; the inductive case uses the straightforwardauxiliary results that ? � u and [ � t, and that faithfulness is preserved underfunction composition.The Main Theorem is an easy corollary of this result:12



Corollary 3.1 FP-MayAlias is EXPTIME-complete.It is interesting, at this point, to revisit the NP-hardness result for functionpointer may-alias analysis due to Zhang and Ryder [ZR94]. As shown in Section3.1, a relational attributes analysis is necessary for precise function pointer mayalias analysis. It turns out that once we have a relational attributes analysis, theproblem becomes NP-hard even for the intra-procedural case: in other words,aliasing e�ects are enough to give rise to NP-hardness, even if we dispense withthe additional complications due to interprocedural analysis. This can beenseen by a reduction from 3-SAT which we illustrate by an example. Given the3-SAT problem (x _ y _ �z) ^ (�x _ �y _ z) ^ (x _ �y _ �z) we generate the followingprogram:main(){ if (...) {x=&id;nx=&nil} else {x=&nil;nx=&id;}if (...) {y=&id;ny=&nil} else {y=&nil;ny=&id;}if (...) {z=&id;nz=&nil} else {z=&nil;nz=&id;}if (...) c1=x else if (...) c1=y else c1=nz;if (...) c2=nx else if (...) c2=ny else c2=z;if (...) c3=x else if (...) c3=ny else c3=nz;}Here nx,ny,nz represent the negation of the variables x,y,z and c1,c2,c3 rep-resent the 3 clauses. Each computation path in the �rst group of if-statementscorresponds to a truth assignment for the variables of the clause. Each if-statement in the second group of statements then corresponds to the evaluationof the truth value of the corresponding clause: the ith clause evaluates to true ifand only if there is a computation path through the ith if-statement that causesci to be aliased to id. It follows that the original 3-SAT problem is satis�ableif and only if c1,c2,c3 may be simultaneously aliased to id at exit(main).4 Approximation I: Independent Attributes AnalysisAs mentioned in Section 3.1, for pragmatic reasons most program analyses donot use the relational attribute method considered in the previous section: in-stead, they ignore dependences between the values taken on by di�erent vari-ables in order to improve e�ciency. In this section, we consider the complexityof function pointer may-alias analysis based on this simpli�cation. The dataowframework in this case can be derived from that of Section 3.2 by systematicallymodifying equations to ignore dependences between variables: we underlineidenti�ers that are changed in this manner to indicate that this has been done.Environments now associate, at each program point, each variable with the setof its aliases: Env = P(Fun) Var. Small changes are necessary for the functionCallEnv which becomesCallEnv(n; f) = fe 2 AEnv(n) j f 2 Lookup(callee(n); e)gand the function ReturnEnv which becomes13



ReturnEnv (n; e) = fe0 2 AEnv(exit(f)) j f2 Lookup(callee(n); e)^V1�i�k e(argi) = e0(fml i)g:The major change is with the equation for junction nodes where we now \merge"environments with matching formals. As a result there will be at most oneenvironment for every combination of formals at any node.Next we de�ne two auxiliary function which describe the merging process.Merge merges all environments, MergeV only those that agree for the variablesin V � Var:Merge(E) = fe 2 Env j 8 v 2 Var : 9 e0 2 E : e0(v) = e(v)gMergeV (E) = [e2EMerge(fe0 2 E j 8 v 2 V : e0(v) = e(v)g):The new equation for junction nodes is now:AEnv(n) =MergeFml(Sp2pred(n)AEnv(p)):Exponential time is still su�cient to solve the relaxed problem. Exponentialtime is also necessary which can be proven reusing the reduction from section3.3 and the following lemma, which expresses an intuition very similar to thatof Lemma 3.3:Lemma 4.1 (Relationship between AFunc�(f) and AEnv� (exit(f)))For any function f and alias sets v1; : : : ; vk with [fml1 7! v1; : : : ; fmlk 7! vk] 2AEnv� (init(f)),AFunc�(f)(v1; : : : ; vk) = fe(ret) j e 2 AEnv� (exit(f)) ^ k̂i=1 e(fml i) = vig:Proof Omitted.Corollary 4.1 Function pointer may-alias analysis remains complete for de-terministic exponential time even when the independent attributes method isused.This result comes as something of a surprise, since it is usually the case thatconcessions in the precision of analysis are accompanied by improvements in thecomplexity of the analysis algorithms. In practice, program analyses usuallyabandon the relational method in favor of the independent attributes methodbecause the latter tend to be simpler and more e�cient. This result indicates,however, that in this case the sacri�ce in precision (illustrated in Example 3.1)does nothing to improve the worst case complexity of this analysis problem.5 Approximation II: Context-Insensitive AnalysisThe analysis discussed in the previous section \merges" environments at a nodeif their formals match, i.e. if they are the result of the same function invo-cation, but distinguishes between di�erent invocations of the same function.14



The completeness result of the last section suggests that there can be an ex-ponential number of di�erent invocations and hence an exponential number ofenvironments at a node, and keeping track of these di�erent invocations canbe expensive. Our next approximation will be to merge environments even ifthey come from di�erent invocations. The e�ect of this is that the analysis nolonger distinguishes between di�erent invocations of a function with di�erentsets of aliases for the formals. As a result, when propagating the results of afunction call back to the caller at one point, we also propagate aliases arisingfrom invocations from other program points. In e�ect, the analysis of a functioninvocation does not maintain any information about the context from which itarose: for this reason, this has also been referred to as \zeroth-order controlow analysis" (0-CFA) [Hei94, Shi88, Shi91].We can capture the e�ects of this approximation by changing the equationsfor return and entry nodes. The equation for entry nodes becomes:AEnv(n) =Merge(Sp2pred(n)fInitEnv(e) j e 2 CallEnv(p; f)g):For return nodes, we get:AEnv(n) =MergeVarnfresg(fe[res 7! e0(ret)] j e 2 AEnv(n0)^ e0 2 ReturnEnv (n0; e)g):It is not hard to see that in the resulting framework there will be at most oneenvironment at any node. Hence the problem has been simpli�ed considerably.In fact, it is equivalent to a problem discussed by Lakhotia [Lak93] who alsoshows how to solve it polynomial time.56 Interprocedural Function Pointer Must Alias AnalysisThe discussion thus far has focused on interprocedural function pointer may-alias analysis, which is concerned with determining whether there exists a com-putation path through the program along which certain aliases can occur. Onecan also consider an analysis that is concerned with determining whether certainaliases must occur along every computation path from the entry point of theprogram to some particular program point. Such an analysis is called a \mustalias" analysis:De�nition 6.1 [Function Pointer Must Aliasing Problem] Given a node n inthe ICFG and a variable v the function pointer must aliasing problem is todetermine if there is a single procedure p so that at the end of all staticallyexecutable path from entry(main) to n v points to p.We write [n; hv; pi] must indicating that v must point to p at n.Lemma 6.1 [n; hv; pi] must , fq j [n; hv; pi] g = fpgGiven the results of the previous sections, the following result is not a greatsurprise:5Lakhotia assumes a slightly more elaborate parameter passing mechanism.15



Theorem 6.1 The function pointer must aliasing problem is EXPTIME-complete.Proof Given an RMBF problem (F (~x) = expr; ~z) we consider the logicallyequivalent problem (F (~x) = false _ expr; ~z). Then we have (lfp(F ))(~z) = 0,[exit(main); hresult; nili] must holds.7 ConclusionThe construction of a interprocedural control ow graph is the �rst step inany interprocedural dataow analysis. In programs involving function pointers(or function-valued variables), this requires the determination of the possiblevalues such pointers can take on. In this paper, we consider complexity issuesfor a variety of approaches to this problem. We show that a relational attributeanalysis is necessary if precise results are to be obtained; extend earlier results byZhang and Ryder [ZR94] to show that the problem is complete for deterministicexponential time; and show that for precise analyses, Zhang and Ryder's NP-hardness result holds even for intra-procedural analyses: that is, aliasing e�ectsalone give rise to NP-hardness even when inter-procedural e�ects are absent.We then show that sacri�cing precision by resorting to an independent attributeanalysis does not change the complexity result: the problem remains EXPTIME-complete. However, if context-sensitivity is abandoned as well, it is possible toget polynomial-time algorithms.References[ASU86] Alfred V. Aho, Ravi Sethi, and Je�rey D. Ullman. Compilers. principles,techniques, and tools. Addison-Wesley, 1986.[CCHK90] D. Callahan, A. Carle, M. Hall, and K. Kennedy. Constructing the proce-dure call multigraph. IEEE Trans. on Softw. Eng., 16(4):483, April 1990.[CBC93] J.-D. Choi, M. Burke, and P. Carini, \E�cient Flow-Sensitive Interproce-dural Computation of Pointer-Induced Aliases and Side E�ects", Proc.20th. ACM Symposium on Principles of Programming Languages, Jan.1993, pp. 232{245.[Hei94] Nevin Heintze. Control ow analysis and type systems. Technical ReportCMU-CS-94-227, School of Computer Science, Carnegie Mellon University,December 1994.[HY86] Paul Hudak and Jonathan Young. Higher-order strictness analysis in un-typed lambda calculus. In Proc. 13th ACM Symp. on Principles of Pro-gramming Languages, pages 97{109, St. Petersburg Beach, Florida, Jan-uary 1986.[JM81] Neil D. Jones and Steven S. Muchnick. Complexity of ow analysis, in-ductive assertion synthesis, and a language due to Dijkstra. In Steven SMuchnick and Neil D Jones, editors, Program Flow Analysis: Theory andApplications, chapter 12, pages 380{393. Prentice-Hall, 1981.[JM86] Neil D. Jones and A. Mycroft. Data ow analysis of applicative programsusing minimal function graphs: abridged version. In Proc. 13th ACM16
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