CSC 346 - Cloud Computing

02 - SSH & Creating Docker Images



Docker Images



Docker Images

There are a few ways to make our own images

 Download from a docker image repository

« This is what we’ve done so far with docker run commands.
 Using docker commit to save changes from a container to a new image.

 Run a container, make some changes, then ‘save’ the changes

« Using a Dockerfile and the docker build command.
« Using docker tag to basically ‘clone’ and image and give it a new name.

* This is not really creating a new image, it’s just the same image with a different
name



Docker Images

docker commit

* |I’ve mentioned that images are immutable, and if you exit your container you’ll
loose all your changes unless you take special steps.

e The docker commit command is one of those special steps.

* First, let's make some changes.



ubuntu

Installing software with apt-get

 Run our familiar python container

See if the vim command exists

root@c2de88cblalb:/# vim

bash: vim: command not found

Use apt-get update first to update
the repository sources

Demo

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

~/Demo $ ./run.sh

+ docker run -it --rm --
root@c2d688cbOalb: /# vim
bash: vim: command not £

root@c2d688chOalb: /# apt-

Get:1 http://deb.debian
Get:2 http://deb.debian
Get:3 http://deb.debian
Get:4 http://deb.debian
Get:5 http://deb.debian
Get:6 http://deb.debian.
Fetched 8458 kB in 1s (8
Reading package lists.

root@c2d688ch0Balb: /4 I

name python python:3.10 bash

ound
get update

.org/debian bullseye InRelease [116 kB]
.org/debian-security bullseye-security
.org/debian bullseye-updates InRelease
.org/debian bullseye/main armé4 Package
.org/debian-security bullseye-security/

org/debian bullseye-updates/main armés
138 kB/s)

. Done



Demo

ubuntu

Installing software with apt-get

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

. . root@c2d688chb0alb: /# apt-get install vim
¢ NOW use apt'get |nSta” tO |nSta” Reading package lists... Done
- Building dependency tree... Done
vim Reading state information... Done

The following additional packages will be installed:

vim-xruntime xxd
root@c2d688cblOalb:/# apt-get install vim .

grronte e packages will be installed:
libgpm2 vim vim-common vim-runtime xxd

O upgraded, 5 newly installed, O to remove and 2 not upgre
Need to get 8067 kB of archives.

L -TS/F)EB Y tr]EBr] enter to (3()f]tif][]€3 Eir](j After this operation, 37.0 MB of additional disk space wil
ir]EStEiII Do you want to continue? [Y/n] l




Demo

ubuntu

Installing software with apt-get

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

This is a new text file and I'm editing with the vim editor.l

o After the installer finishes you can
now use the vim command to
create and edit text files.

¢t vt t ¢ ' 1

rootdc2de88cblalb:/# vim foo.txt

¢ ! ot ! v ot Q@ Q1

- INSERT --

®O0OAO0




Demo

ubuntu

vim basics

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

This is a new text file and I'm editing with the vim editor.l

1 Enter insert mode

Save your changes and exit vim (when not in ~
insert mode)

Force quite vim and discard all changes -
(when not in insert mode) -- INSERT --

® 0 A0



ubuntu

Installing software with apt-get

» After saving changes and exiting
vim the new file created is in our
directory

TERMINAL PROBLEMS

update-alternatives: warning:

le /usr/share/man/de/manl/vim.

update-alternatives: warning:

le /usr/share/man/fr/manl/vim.

update-alternatives: warning:

le /usr/share/man/it/manl/vim.

update-alternatives: warning:

le /usr/share/man/ja/manl/vim.

update-alternatives: warning:

le /usr/share/man/pl/manl/vim.

update-alternatives: warning:

le /usr/share/man/xru/manl/vim.

update-alternatives: warning:

OUTPUT

DEBUG CONSOLE

skip
1.8z
skip
1. 9z
skip
1.8z
skip
. gz
skip
1.8z
skip
1.9z
skip

creation
(of link
creation
(of link
creation
(of link
creation
(of link
creation
(of 1link
creation
(of 1link
creation

/usxr/share/man/manl/vim.1.gz (of link group
Processing triggers for libc-bin (2.31-13+debllu3)
root@c2d688cbBalb: /# vim foo.txt
root@c2d688cb@alb: /# vim foo.txt

root@c2d688chbOalb: /# 1s
bin dev

boot docker-entrypoint.d etc

root@c2d688cbOalb: /4 I

®O0AO0

Demo

JUPYTER

of /usr/share/man/de,
group editor) doesn':
of /usr/share/man/fr,
group editor) doesn':
of /usr/share/man/it,
group editor) doesn':
of /usr/share/man/ja,
group editor) doesn':
of /usr/share/man/pl,
group editor) doesn':
of /usr/share/man/zru,
group editor) doesn':
of /usr/share/man/mai
editor) doesn't exis

docker-entrypoint.sh foo.txt 1lib

home media




Demo

ubuntu

Installing software with apt-get

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

root@c2d688chalb: /# less foo.txt

® leSS S aISO ﬂOt |nSta”ed 1N thlS bash: less: command not found
. y root@c2d688ch0alb: /# apt-get install less
Building dependency tree... Done
Reading state information... Done

The following NEW packages will be installed:

root@c2de88cblalb:/# less foo.txt

newly installed, © to remove and 2 not upgraded.

9 kB of archives.

baSh . les g Command nOt found ration,. 307 kB of.additional disl.< space will be use

eb.debian.org/debian bullseye/main armé4 less armé6Z
s - Ro in Os (1042 kB/s)

debconf: delaying package configuration, since apt-utils 1s not 3

Selecting previously unselected package less.

(Reading database ... 9796 files and directories currently instal

Preparing to unpack .../archives/less_551-2_armé4d.deb ...

Unpacking less (551-2)

Setting up less (551-2)

root@c2d688cb0alb: /4 I

®O0OAO0




Docker

Multiple Container Connections

« When you use docker run -it

you’re creating a new container and
making a shell connection to your

container

e You can make more than one.

e YOU can use docker exec torun a

command inside of an existing
container that is running.

 Must be a running container

TERMINAL PROBLEMS OUTPUT

® ~/Demo $ docker ps -a
CONTAINER ID IMAGE COMMAND
91b549cdddOb  python:3.10 "bash”

~/Demo $

DEBUG CONSOLE

~/Demo $ docker exec -it python bash

root@91b549cdddOb: /# ps aux

USER PID %CPU %MEM VSZ
root d 00 00 58552
root 420 0.0 0.0 5852
root 426 0.0 (0 0 8340

root@91b549cdddob: /# |

RSS By
3536 pts/0
3388 pts/1
2836 pts/1

CREATED
2 minutes ago

Demo

JUPYTER
STATUS
Up 2 mi
STAT START ]
Ss+ 04:56 (
Ss 04:59 (
R+ 04:59 (



Docke

Multiple (

Demo

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

~/Demo $ docker ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS
91b549cddd@b  python:3.10 "bash" 2 minutes ago Up 2 minutes

~/Demo $ _—

~/Demo $ docker exec -it python bash

r00t@91b549cdddOb: /# ps aux

USER PID %CPU 9%MEM VSZ  RSS T STAT START TIME COMMAND
root 1 0.0 0.0 5852 3536 pts/0 Ss+ 04:56 0:00 bash
root 420 0.0 0.0 5852 3388 pts/1 Ss 04:59 0:00 bash
root 426 0.0 0.0 8340 2836 pts/1 R+ 04:59 0:00 ps aux

root@91b549cdddob: /# |

NAMES
python

ash

docker




Docker

Multiple Container Connections

S docker exec -it [python] bash

* You need to specify the name or ID |

of the running container

* You need to specify the command
you want to execute in the new
container

* |n most cases, you want a new
bash shell



Docker

Multiple Container Connections

* You can exit from this second
connection and it won’t Kkill the

container

 There’s still the first bash process

running

TERMINAL PROBLEMS OUTPUT

~/Demo $ docker ps -a

CONTAINER ID IMAGE COMMAND
91b549cdddOb  python:3.10 "bash”

e

~/Demo $

Demo

DEBUG CONSOLE

~/Demo $ docker exec -it python bash

r00t@91b549cdddOb: /# ps aux

USER PID %CPU %MEM VSZ
root d 009 O¢ 5852
root 4200 0.0 0.0 5852
root 426 8.0 0.6 8340

r00t@91b549cdddOb: /# exit
exit

~/Demo $ I

RSS TTY
3536 pts/0
3388 pts/1
2836 pts/1

CREATED
2 minutes ago

JUPYTER
STATUS
Up 2 minu
STAT START TIM
Ss+ 04:56 0:0
Ss 04:59 0:0
R+ 04:59 0:0



Docker

Saving with docker commit

e From the second terminal with the
container still running we can use
the docker commit command soO

save the current container to a new
iImage.

* Container can be running or
stopped.

e All ‘docker ..’ are run from outside
of the container.

Demo

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

~/Demo $ docker ps -a

CONTAINER ID  IMAGE COMMAND  CREATED STATUS
91b549cdddOb  python:3.10 "bash" 2 minutes ago Up 2 minut
~/Demo $

~/Demo $ docker exec -it python bash
root@91b549cdddOb: /# ps aux

USER PID %CPU %MEM VSZ  RSS [i]Y STAT START  TIME
root 1 0.0 0.0 5852 3536 pts/0 Ss+ 04:56 0:00
root 420 0.0 0.0 5852 3388 pts/1 Ss 04:59 0:00
root 426 0.0 0.0 8340 2836 pts/1 R+ 04:59 0:00
100t@91b549cdddOb: /# exit

exit

~/Demo $ docker ps -a

CONTAINER ID IMAGE COMMAND  CREATED STATUS
91b549cdddOb  python:3.9 "bash” 16 minutes ago Up 16 min

~/Demo $ docker commit python my_python:3.10
sha256:d3239b165bebed01229b3875355455£63d5897¢c926617a20273c2b3db

~/Demo $ |}

S docker commit [contaliner name] my python:3.10




Docker

Saving with docker commit

 Now you can use the docker images
command to see our newly created

Image

Demo

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

® ~/Demo $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
my_python 3.10 d3239b165beb 2 minutes ago  918MB
python 5716 580b0402c5a8 3 days ago 862MB
~/Demo $ | T



Docker

Saving with docker commit

* With our image “saved” we can now
finally exit our other bash session In
the other terminal, and exit the
container

« Remember we ran the container
with the --rm option, so it will be
removed upon exit

TERMINAL PROBLEMS

Setting
Setting
Setting
Setting
Setting up
Setting up
update-alternatives:
update-alternatives:
update-alternatives:
update-alternatives:
update-alternatives:
update-alternatives:
update-alternatives:
update-alternatives:
Processing triggers f
Processing triggers

up
up
up
up

less (551-

OUTPUT

2)

using
using
using
using
using
using
using
using

libgpm2:armé4 (1.20.7-8)

xxd (2:8.2.2434-3+deb11ul) ...
vim-common (2:8.2.2434-3+debl11ul)
vim-runtime (2:8.2.2434-3+debllul)
vim (2:8.2.2434-3+debl11lul)

/usr/bin/vim.
/usr/bin/vim.
/usr/bin/vim.
/usr/bin/vim.
/usr/bin/vim.
/usr/bin/vim.
/usxr/bin/vim.

/usr/bin/vim

basic
basic
basic
basic
basic
basic
basic
basic

Demo

DEBUG CONSOLE

to
to
to
to
to
to
to
to

JUPYTER

provide
provide
provide
provide
provide
provide
provide
provide

or libc-bin (2.31-13+deb11u3)

100t@91b549cdddOb: /# vim foo.txt

ro00t@91b549cdddOb: /4
exit

® ~/Demo $ docker ps -a
CONTAINER ID IMAGE

exit

COMMAND

CREATED

STATUS

for hicolor-icon-theme (0.17-2)

/usx/b3
/usx/b3
/usx /b3
/usx/b3
/usx /b3
/usx/b3
/usx /b3
/usx /b3

BORITS




Demo

Docker

Saving with docker commit

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

~/Demo $ docker run -it my_python:3.105ash

. root@b9ffb£f1d4576: /4# 1s
¢ We can Nnow run da new COntaIner bin dev foo.txt 1lib mnt proc run srv tmp var
. boot etc home media opt zroot sbin sys usr
t)EiESEBCj C)ff C)f our new Irr]EigJEB root@b9f£fbf1d4576: /4 cat foo?txt :

This 1s a new text file and I'm editing with the vim editor.

root@b9ffbf1da576: /# |}

S docker run -1t my python:3.10 bash

e QOur foo. txt file is still there.




Docker

Stopping and Starting a container

* You don’t have to throw away your container when you exit

 Without the --rm option, when you exit the container, it remains in an exited
state

e You can re-start this container

* This Is fine for prototyping, but don’t depend on that stopped container. It’s
easy to accidentally remove It.



Demo =

]

TERMINAL ~ PROBLEMS  OUTPUT  DEBUG CONSOLE  JUPYTER (@ docker -+ v i~

i—p ® ~/Demo $ docker run -it --name python my_python:3.10bash
root@b7d041£438d3:/# echo "I'm a new file!" > new. txt
root@b7d041£438d3: /# cat new.txt

ﬁ[> I'm a new file!
root@b7d041£438d3: /# exit

exit

E ® ~/Demo $ docker ps -a
CONTAINER ID  IMAGE COMMAND  CREATED STATUS PORTS NAMES
b7d041£438d3 my_python:3.10 "bash" 20 seconds ago Exited (0) 3 seconds ago python

~/Demo $ docker start -i 5§Eﬁon
root@b7d041£438d3: /# cat new.txt
_ I'm a new file!

- root@b7d041£438d3: /# |}




Demo =

]

TERMINAL ~ PROBLEMS  OUTPUT  DEBUG CONSOLE  JUPYTER (@ docker -+ v i~

2_9 ® ~/Demo $ docker run -it --name python my_python:3-10bash
root@b7d041£438d3:/# echo "I'm a new file!" > new.txt
root@b7d041£438d3: /4 cat new.txt

ﬁl> I'm a new file!
root@b7d041£438d3: /# exit

exit

E ® ~/Demo $ docker ps -a
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
b7d041£438d3 my_python::3.10 "bash" 20 seconds ago Exited (0) 3 seconds ago python

~/Demo $ docker start -i python
root@b7d041£438d3: /# cat new.txt
_ I'm a new file!

- root@b7d041£438d3: /# |}




Demo =B

TERMINAL ~ PROBLEMS  OUTPUT  DEBUG CONSOLE  JUPYTER (@ docker -+ v i~

® ~/Demo $ docker run -it --name python my_python:3.10bash
root@b7d041£438d3:/# echo "I'm a new file!" > new.txt
root@b7d041£438d3: /# cat new.txt
I'm a new file!

root@b7d041£438d3: /# exit

exit

® ~/Demo $ docker ps -a
CONTAINER ID  IMAGE COMMAND  CREATED STATUS PORTS NAMES
b7d041£438d3 my_python:3.10 "bash" 20 seconds ago Exited (0) 3 seconds ago python

~/Demo $ docker start -i EyEBon
root@b7d041£438d3: /# cat new.txt
I'm a new file!
root@b7d041£438d3: /# §

EEE ,
poooE (s



Demo =

TERMINAL ~ PROBLEMS  OUTPUT  DEBUG CONSOLE  JUPYTER (@ docker -+ v i  ~

2-9 ® ~/Demo $ docker run -it --name python my_python:3.10 bash
root@b7d041£438d3:/# echo "I'm a new file!" > new.txt
root@b7d041£438d3:/# cat new.txt

ﬁl> I'm a new file!

root@b7d041£438d3: /# exit

exit

;8 ® ~/Demo $ docker ps -a
CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
b7d041£438d3 my_python:3.10 "bash" 20 seconds ago Exited (0) 3 seconds ago python

~/Demo $ docker start -i python
root@b7d041£438d3: /# cat new.txt
_ I'm a new file!

& root@b7d041£438d3: /# |}




Demo =B

TERMINAL ~ PROBLEMS  OUTPUT  DEBUG CONSOLE  JUPYTER (@ docker -+ v i~

® ~/Demo $ docker run -it --name python my_python:3.10bash
root@b7d041£438d3:/# echo "I'm a new file!" > new. txt
root@b7d041£438d3: /# cat new.txt
I'm a new file!
root@b7d041£438d3: /# exit

exit

® ~/Demo $ docker ps -a
CONTAINER ID  IMAGE COMMAND  CREATED STATUS PORTS NAMES
b7d041£f438d3 my_python:3.10 "bash" 20 seconds ago Exited (0) 3 seconds ago python

W

~/Demo $ docker start -i python
root@b7d041£438d3: /# cat new.txt
I'm a new file!
root@b7d041£438d3: /# §

EEE ,
poooE (s



Demo =B

L

TERMINAL ~ PROBLEMS  OUTPUT  DEBUG CONSOLE  JUPYTER (@ docker -+ v i~

® ~/Demo $ docker run -it --name python my_python: 3.10bash
root@b7d041£438d3:/# echo "I'm a new file!" > new.txt
root@b7d041£438d3:/# cat new.txt

o 1l I'm a new file!

root@bh7d041£438d3: /# exit

exit
® ~/Demo $ docker ps -a
CONTAINER ID IMAGE COMMAND  CREATED STATUS PORTS NAMES
5 b7d041£438d3  my_python:3.10 "bash” 20 seconds ago Exited (0) 3 seconds ago python

= ~/Demo $ docker start -i 5§¥Fon
root@b7d041£438d3: /# cat new.txt
I'm a new file!
root@b7d041£438d3: /# |}



Demo

Docker

Using docker commit
on a stopped container

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER @

® ~/Demo $ docker ps -a

e You can also use docker CONTAINER ID  IMAGE COMMAND CREATED STATUS  PORTS NAMES
. ® ~/Demo $ docker images
commlit ON a StOpped REPOSITORY  TAG IMAGE ID CREATED SIZE
" ) my_httpd latest 23417707¢159 About an hour ago 137MB

container that hasn't been my_python  3.10 d3239b165beb 12 hours ago 918MB

removed yet python 3.10 580b0402c5a8 4 days ago 862MB
httpd 2.4 b5543eff25e7 4 days ago 137MB
httpd 2.4-alpine  74dd47829003 2 weeks ago 54 .1MB

® " " " ® ~/Demo $ docker run -it --name python my_python:3.9 bash
\(t)LJ (:E%r] Eartr]ear §;|\/EB tf1|€5 root@10aalf5fcO64: /# exit
commit a new image exit
® ~/Demo $ docker ps -a
name and tag, or you can CONTAINER ID  IMAGE COMMAND  CREATED STATUS
" " " 10aalf5fc064 my_python:3.10 "bash" 6 seconds ago Exited (0) 1 second ago

Overwrlte an eXIStlng one ® ~/Demo $ docker commit python my_python: 3.10
sha256:52b1fe981911f94dalOcceb0322bac2e5ad4b32£5320adbc57ec0821beatdled4
~/Demo $
~/Demo $
~/Demo $
~/Demo $ |}

®O0AO0



Docker

Moving files into and out of a container

* You can copy files into and out of a running or stopped container.

* Only works with containers, not images.

o Let’s say we want to work with the apache web server image for httpd.

* |f we want to modify the default config file from the image, it would be helpful
to copy the default one out of the container and then change it.



Demo

Docker
Copying Files

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

e Run a new container

IUSIHQ the httpd :2.4 ® ~/Demo $ docker images
Image REPOSITORY  TAG IMAGE ID CREATED SIZE
oython 3.10 580b0402c5a8 4 days ago  862MB
nttpd 2.4 b5543eff25e7 4 days ago  137MB
° LOOk at the defaUI._t ~/Demo $ docker run -it --name httpd httpd:2.4 bash
dlreCtOry we start In root@a24222d03cba: /usr/local/apache2# pwd
/usr/local/apache?2
root@a24222d03cha: /usr/local/apache2# 1s
° Change to the conf bin build cgi-bin conf error htdocs 1cons 1nclude 1logs
dlreCtOry root@a24222d03cba: /usr/local/apache2i# cd cont

root@a24222d03cba: /usr/local/apache2/confi# 1s

extra httpd.conf magic mime.types original
* Look for the root@a24222d03cha: /usr/local/apache2/conti I

httpd. conf file




Docker
Copying Files

e Open a new Terminal

 use the docker cp

command to copy from
Inside the container to
the current directory

 The special “.” directory

means “the directory I'm
in!!

docker cp

@®

Demo

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

® ~/Demo $ docker ps -a
CONTAINER ID IMAGE COMMAND  CREATED STATUS PORTS NAMI
a24222d03cba httpd:2.4 "bash” 3 minutes ago Up 3 minutes 80/tcp httj

® ~/Demo $ 1s

run.sh
® ~/Demo $ docker cp httpd:/usr/local/apache2/conf/httpd.conf .
® ~/Demo $ 1s

httpd.cont

run.sh

® ~/Demo $ cat httpd.conf

i
i
i
i
i
i
i
i
i
i
i

[contalner ID]:[contalner path]

This 1s the main Apache HTTP server configuration file. It contains the
configuration directives that give the server its instructions.

See <URL:http://httpd.apache.org/docs/2.4/> for detailed information.

In particular, see
<URL:http://httpd.apache.org/docs/2.4/mod/directives.html>

for a discussion of each configuration directive.

Do NOT simply read the instructions in here without understanding
what they do. They're here only as hints or reminders. If you are unsure
consult the online docs. You have been warned.

' host path]




Docker
Copying Files

* This works the other way too. You can copy files from your host into a running
or stopped container. Just reverse the order of the arguments

docker cp [host path] [container ID]:[container path]




Docker

Other Container Commands

 You don’t have to just
run a new bash shell
inside of a container.

 We can just run the 1s
command

e Orjust a cat command.

TERMINAL

PROBLEMS

OUTPUT

Demo

DEBUG CONSOLE

JERVTER

® ~/Demo $ docker run -it --name httpd httpd:2.4 1s -1

total 40

drwxr-xr-x
drwxr-XxTr-X
drwxr-XxTr-X
drwxr-xr-x
drwxr-xr-X
drwxr-Xxr-X
drwxr-XxTr-X
drwxr-Xxr-X
drwxr-xr-x
drwxr-Xxr-X

~/Demo $ |}

N NN OWOWDNWEBEDMNMNDNDNDD

root
root
root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root
root
root

4096
4096
4096
4096
4096
4096
4096
4096
4096
4096

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

23
23
23
23
23
23
23
23
23
23

O04:
04:
04 :
04:
04 :
04 :
04 :
04:
O4:
04 :

23
23
23
23
23
23
23
23
23
23

bin
build
cgi-bin
cont
error
htdocs
icons
include
logs
modules



drwxr-xr-Xx
drwxr-xr-x
drwxr-xr-x
drwxr-xr-Xx

root root 4096 Aug 23 04:23 cont
root root 4096 Aug 23 04:23 error
rocE oo 4096 Ao 238 OAS28  ECAOCS
root root 4096 Aug 23 04:23 icons
drwxr-xr-x 2 root root 4096 Aug 23 04:23 include
DOC ker drwxr-xr-x 2 root root 4096 Aug 23 04:23 logs
drwxr-xr-x 2 root root 4096 Aug 23 04:23 modules
® ~/Demo $ docker run -it --name httpd --rm httpd:2.4 cat conf/httpd.conf
Run Errors docker: Error response from daemon: Conflict. The container name "/httpd" is already in use by container "9eed573c10ach85963:
5c8c8551bb05fa2c2f79868aaf9a19d717d3£d04491b". You have to remove (or rename) that container to be able to reuse that name.
See 'docker run --help'.
® ~/Demo $ docker ps -a

NN WDN WA

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES
9eed573cl0ac httpd:2.4 "ls -1" About a minute ago Exited (0) About a minute ago httpd
~/Demo $

®0A 0 &
« Hmm what happened to cause our error?

 We tried to run a new container with a name of httpd, but we did not remove
the first one

e You can’t have two containers with the same name on a host at the same
time



Docker

Other Container Commands

» After we remove the old
Image, you can run the
command successfully.

By including the —-rm
option we can make sure
these ephemeral
commands don’t leave
old exited containers
around

Demo

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

® ~/Demo $ docker rm httpd
httpd
® ~/Demo $ docker run -it --name httpd --rm httpd:2.4 cat conf/httpd.coni

1F
1F
iF
1F
iF
iF
iF
iF
1F
1F
1F
iF
iF
1F
1
1F
1F
1k
1F

Bl ©oA

This 1s the main Apache HTTP server configuration file. It contains
configuration directives that give the server its instructions.

See <URL:http://httpd.apache.org/docs/2.4/> for detailed information.
In particular, see
<URL:http://httpd.apache.oxrg/docs/2.4/mod/directives.html>

for a discussion of each configuration directive.

Do NOT simply read the instructions in here without understanding
what they do. They're here only as hints or reminders. If you are vu
consult the online docs. You have been warned.

Configuration and logfile names: If the filenames you specify for man
of the server's control files begin with "/" (or "drive:/" for Win32)
server will use that explicit path. If the filenames do *notx begin
with "/", the value of ServerRoot is prepended -- so "logs/access_log
with ServerRoot set to "/usr/local/apache2"” will be interpreted by tt
server as "/usr/local/apache2/logs/access_log", whereas "/logs/access
will be interpreted as '/logs/access_log'.



Demo

Docker

Other Container Commai

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER @

® ~/Demo $ 1s -1
total 8

¢ (:>r] rT1Ei(3<:)53, l_ir]LJ)(, Eif](j -Twxr-Xr-x 1 mark staff 97 Aug 26 21:56 run.sh
WIﬂdOWS Wlth WSlZ ::;8222 i (11cs)cl_<ir run -it --name httpd --rm httpd:2.4 cat conf/httpd.conf > ./htt
total 56
ESEBt¥JF)’ S(CDLJ can use -rw-r--r-- 1 mark staff 21378 Aug 27 10:50 httpd.cont
rEBCj|r63(:t|()r] on tr163 r]()ESt t() -rwxr—xr—i 1 mark staff 97 Aug 26 21:56 run.sh
~/Demo $

capture the output of
your docker commands

docker run -it —--name httpd --rm httpd:2.4 cat conf/httpd.conf > ./httpd.conf

e (Gets us the same result
as docker cpina

different way




Docker

Volume Mounting

* Copying files back and forth from a container is tedious

 Having to commit your changes to an image each time you're done Is error
prone

 We can avoid both of these problems by mounting a directory from your host
computer inside the running container

 This is done with the -v or --volume option to the docker run command

-—volume [host path]:[contalner path]



Docker

Volume Mounting

 The host path must be a full absolute path
 Many times you want to mount your current directory, or something In it

« Can use the $PWD environment variable on macQOS, Linux, and WSL2
e Can use the $cd$% environment variable in PowerShell

* The following two commands are equivalent

docker run --volume S$SPWD:/root python:3.10

docker run --volume /Users/mark/Demo:/root python:3.10




run.sh — Demo

[;j EXPLORER coe run.sh X
Docker , oPEN EDITORS
v DEMO

Volume Mounting bash_history dcker zon

8 httpd.conf

run.sh --Im
--name python \
_ 6 --volume $PWD:/root \
e Inside the /root python: 3.10\
. . bash
directory in our
container you
can see the
. TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER @ bash -
same files from
® ~/Demo $ 1s -1

our host. total 56

-Trw-r--r-- 1 mark staff 21378 Aug 27 10:50 httpd.cont

-rwxr-xr-x 1 mark staff 122 Aug 27 11:45 run.sh

- - . ~/Demo $ ./run.sh
¢ ThIS IS a Ilve tWO + docker run -it --rm --name python --volume /Users/mark/Demo:/root python:3.10bash
. root@27b0027188f1: /# cd /root —

Way mapplng. ro0t@27b0027188f1:~# 1s -1

total 28
Changes are -Tw-r--r-- 1 root root 21378 Aug 27 17:50 httpd.cont

. u -TwXr-xr-Xx 1 root root 122 Aug 27 18:45 run.sh
ava”able 1N bOth root@27b002718811:~# |}
places > OUTLINE
> TIMELINE

®OAO Ln 6, Col 24 (19 selected) Spaces:4 UTF-8 LF ¢



Docker

Volume Mounting

* This is really useful

* | ets us get files into a container without having to copy them each time
 Changes made inside the container to those files are reflected on the host
* Note they’re not copied, its the same file in both places. Filesystem magic!

 Changes made outside the container to the files are reflected inside the
container

e Let’s us work on the files in our GUI, but run them inside the container



2o hello.py — Demo 1
@ EXPLORER S run.sh @ hello.py X > v
> OPEN EDITORS work > @ hello.py > ...
p v DEMO 1 from datetime import datetime, time
v work 2
i—p "‘E,‘ hello.py 3 current_time = datetime.now()
$ run.sh .
5 format = "%A, %B %d at %I:%M %p"
> ,
7 print("Hello! It is currently " + current_time.strftime(format) + ".")
L& 8
=
0
J
A TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER @ bash v ]ﬁ[

~/Demo $ ./run.sh
iﬁ?' + docker run -it --rm --name python --volume /Users/mark/Demo/work:/root/work python:3.10 bash
root@6e78993d35d3: /# cd /root/ —
r00t@6e78993d35d3:~# 1ls -1
total O
drwxr-xr-x 3 root root 96 Aug 27 18:54 work
root@6e78993d35d3:~# cd work/
root@6e78993d35d3:~/work# 1ls -1

total 4
-rw-r--r-- 1 root root 173 Aug 27 19:03 hello.py
ng) roo0t@6e78993d35d3:~/worki# python hello.py

Hello! It is currently Saturday, August 27 at 07:04 PM.
root@6e78993d35d3: ~/worki |

6“% > OUTLINE
O







Creating Images
The Dockerfile

* Probably the most common ways we create Docker images for our projects
are with a Dockerfile and the docker build command.

https://docs.docker.com/engine/reference/builder/


https://docs.docker.com/engine/reference/builder/

Creating Images
The Dockerfile

g0 e Dockerfile — Demo
‘ @ EXPLORER & Dockerfile X
> OPEN EDITORS & Dockerfile > ...
v DEMO FROM python:3.10
v app
@ app.py WORKDIR /app
requirements.txt
¢ ok COPY ./app/requirements.txt /requirements.txt

RUN pip install -r /requirements.txt

$ run.sh COPY ./app /app

ENV FLASK_APP app.py

CMD ["python", "-m", "flask", "--debug", "run", "--host=0.0.0.0"]
43



Creating Images
The Dockerfile

o Dockerfile — Demo
‘ @ EXPLORER & Dockerfile X
> & Dockerfile > ... ¥ '
e ¥ OO | The FROM keyword specifies which
v DEMO FROM python:i3.10 _ : S
e ~  base image we’re building on top of.
@ app.py WORKDIR /app L — S
requirements.txt

S Puildoh COPY ./app/requirements.txt /requirements.txt
:ﬁ ' RUN pip install -r /requirements.txt

$ run.sh COPY ./app /app

ENV FLASK_APP app.py

CMD ["python", "-m", "flask", "--debug", "run", "--host=0.0.0.0"]
13



Creating Images

The Dockerfile

O
‘ @ EXPLORER

> OPEN EDITORS
v DEMO

Vo app
@ app.py
requirements.txt

S run.sh

13

FROM python:3.10

WORKDIR /app

COPY ./app/requiremeres=rxt—7TequUIIEMENTS . TXT

Dockerfile — Demo

The WORKDIR keyword sets the
default directory for the container

RUN pip install -r /requirements.txt

COPY ./app /app

ENV FLASK_APP app.py

CMD ["python",

=1

r

"flask",

"“debug“,

”IUﬂ I

’

"--host=0.0.0.0"]



Creating Images
The Dockerfile

g9 Dockerfile — Demo
‘ @ EXPLORER & Dockerfile X
> OPEN EDITORS & Dockerfile > ... The COPY keyWOrd IetS us COpy a
v DEMO FROM python:i3.10  files from our working directory to
v app Inside the image we’re building
@ app.py WORKDIR /app |
requirements.txt . .
& biilel oh COPY ./app/requirements.txt /requirements.txt

RUN pip install -r /requirements.txt

$ run.sh COPY ./app /app

ENV FLASK_APP app.py

CMD ["python", "-m", "flask", "--debug", "run", "--host=0.0.0.0"]
13



Creating Images
The Dockerfile

e Dockerfile — Demo
‘ @ EXPLORER & Dockerfile X
> OPEN EDITORS & Dockerfile > ... The RUN keyword executes the rest
\ FROM thon:i3. . - :
DEMO ==222 of the line as a command inside the
v app : :
& app.py WORKDIR /app build environment
requirements.txt . . -
& build.sh COPY ./app/requirements.txt /requirements.txt

RUN pip install -r /requirements.txt

$ run.sh COPY ./app /app

ENV FLASK_APP app.py

CMD [“py-thon“, Il_mn, ”flaSk“, "“debug“, ||I.un||, ““hOSt:O.Q.0.0u]

13



Creating Images
The Dockerfile

s Dockerfile — Demo
‘ @ EXPLORER & Dockerfile X
> OPEN EDITORS & Dockerfile > ...
v DEMO FROM python:3.10
V' app
@ app.py WORKDIR /app
requirements.txt ~ COPY our application files into the
$ build.sh COPY ./app/require

RUN pip 1nstall -r Image

T —

$ run.sh COPY ./app /app

ENV FLASK_APP app.py

CMD ["python", "-m", "flask", "--debug", "run", "--host=0.0.0.0"]
13



O

Creating Images

The Dockerfile

ik

EXPLORER

> OPEN EDITORS
v DEMO
v app
@ app.py
requirements.txt
> build.sh

- run.sh

13

Dockerfile — Demo

FROM python:3.10

WORKDIR /app

COPY . /app/require Thg ENV keyword defines an

RUN pip 1nstall -r : : : :
environment variable which will be

copy ./app /app  accessible to the running container

ENV FLASK_APP app.py

CMD ["python", "-m", "flask", "--debug", "run", "--host=0.0.0.0"]



Creating Images
The Dockerfile

o Dockerfile — Demo
‘ @ EXPLORER & Dockerfile X
> OPEN EDITORS & Dockerfile > ...
v DEMO FROM python::3.10
v app
@ app.py WORKDIR /app
requirements.txt
Eild < COPY ./app/requi
R RUN pip install  The CMD keyword defines the default
run.sh command to be executed when this

COPY ./app /app . .
Image IS run as a container

ENV FLASK_APP appepy=—

13



Creating Images
The Dockerfile

« The docker build command is what turns our Dockerfile into an image

docker build --tag [1mage name] :[tag] [location]

docker build --tag my app:latest

https://docs.docker.com/develop/develop-images/dockerfile best-practices/




Creating Images
Getting Started Basics

 When working on any project,
such as an application or
homework assignment, the first
step Is often to create a new
directory to hold all the stuftf
relating to the project.

e So to start with, figure out where
on your laptop you want to keep
all your work for this class, and
make a new folder in there. I'm
going to call mine hw02.

|-_::| EXPLORER

v OPEN EDITORS
ves3g6 (S B O O
hw02

> OUTLINE
o > TIMELINE

®0AO0

cs346

Show All Commands
Go to File
Find in Files

Start Debugging

Toggle Terminal -



Creating Images
Getting Started Basics

e Next we need to create a new
empty text file inside our project
folder, and name it Dockerfile

)

[ j EXPLORER

> OPEN EDITORS
ves3de [ B O O

> OUTLINE
0 > TIMELINE

®0AO0

cs346

Show All Commands
Go to File

Find in Files

Start Debugging

Toggle Terminal



S ) Dockerfile — ¢cs346

- |-_:|j EXPLORER & Dockerfile X
Creatmg |mages 02> @ Dockere s
v CS346 FROM httpd:2.4

2

Getting Started Basics  hwo?

* With our newly created Dockerfile
open In an editor, we can start
with the most basic directive, and
just have a FROM httpd:2.4 line

In our file.

> OUTLINE
o > TIMELINE

®0Ao Ln 2, (




Dockerfile — cs346

- L::I EXPLORER & Dockerfile X
Creatmg |mages wrrgsraemmemres
v CS346 FROM httpd:2.4

Getting Started Basics L :
 Don’t forget to save your
DOCkefile befOre yOu bu”d it! TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

® ~/cs346 $ cd hwo2/

¢ Make Sure yOur termlnal S@SSlOn ~/cs346/hw02 $ docker build -t hwe2:latest . |
IS currently in your project folder.

* Build our new image with the
docker build command:

docker build -t hwOZ2:1latest .

> OUTLINE
0 > TIMELINE

Bl coko 02,



Creating Images
Getting Started Basics

* |f your image builds successfully,
you won’t see any errors, and
you’ll be returned to your laptop’s
command prompt.

ik

> OPEN EDITORS
v CS346

v hw02 2

TERMINAL

EXPLORER & Dockerfile X

Dockerfile — cs346

FROM httpd:2.4

> OUTLINE
0 > TIMELINE

®0AO0

Use

PROBLEMS

OUTPUT DEBUG CONSOLE JUPYTER

=> sha256:ece99f7f2dd23c2911f8aedc79db22eObc5£64dc58417
=> sha256:b5543eff25e7fecee76d2c94e7ec9b7172583a39c3a0
=> sha256:5b142346550416c75ea412d21741de5eat3e76857aft
=> sha256:ceb4a7563015375a81b5da051775265a449cdbd3ec73
=> sha256:12056621057792c8761cdf5ee802edad84c28a7e5462
=> sha256:ee03e037f8b64b93846e433c846d6a019856878ad5¢c7.
=> sha256:8220bbflaee7c576d5e9d1aed15171dfe7aeedfd97e3

=> extracting
=> extracting
=> extracting
=> extracting
=> extracting

sha256:5b142346550416c75ea412d21741de5ea
sha256:ceb4a75630£5375a81b5dab®51775265a4
sha256:1£2056621057792c8761cdf5ee802edad8.
sha256:ee03e0371f8b64b93846e433¢c846d6a019
sha256:8220bbflaee7c576d5e9dlaed15171dfe’

exporting to image

=> exporting layers

=> writing image sha256:7f8dc7bf63e7e0d8belbbid564a816
=> naming to docker.io/library/hw02:latest

'docker scan' to run Snyk tests against images to find

~/cs346/mm02 $ |}

Ln 2, (




Creating Images
Getting Started Basics

* YOu can see your newly created
Image with the docker images

command on your laptop.

 YOU may see more or fewer
Images depending on when you
last pruned your docker system.

)
@/ Q

|-_::| EXPLORER

> OPEN EDITORS

ves3ae B ERE O @
v hw02

> OUTLINE
0 > TIMELINE

®0AO0

Dockerfile — cs346

FROM httpd:2.4

2
TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER
® ~/cs346/hw02 $ docker images
REPOSITORY TAG IMAGE ID CREATED S

httpd o
hwO2 latest
~/cs346/hwe2 $ |}

b5543eff25e7
71£8dc7bt63e7

13 days ago 137MB
13 days ago 137MB

Ln 2, (



I: j EXPLORER

> OPEN EDITORS

Creating Images
Getting Started Basics v hwo2

 \WWe can now run our basic image
to make sure everything is
working so far.

 Because this container’s purpose
IS to run a web server, we need to
make sure to map our host and
container ports.

docker run -1t —--rm -p 8080:80 hwOZ2:latest

Dockerfile — cs346

FROM httpd:2.4

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER

® ~/cs346/hw02 $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
httpd 2.4 b5543eff25e7 13 days ago 137MB
hWGZ - PICHESENE L0 [ TFL 20 A e oo VI

~/cs346/hw02 § docker run -it --rm -p 8080:80 hw@2:1atesﬁb
AHOO558 - http L = e s =
2. Set the 'ServerName' directive globally to suppress thi
AHOO558: httpd: Could not reliably determine the server's
2. Set the 'ServerName' directive globally to suppress thi
[Mon Sep 05 16:21:11.029126 2022] [mpm_event:notice] [pid
4 (Unix) configured -- resuming normal operations

[Mon Sep 05 16:21:11.029719 2022] [core:notice] [pid 1:tic
tpd -D FOREGROUND'

= . 2t 7 = S8 e = .:: fings =

Ln 2,



Creating Images
Getting Started Basics

* |f everything worked out, you
should be able to open a new
browser tab and go to
http://localhost:8080 and

see the default web page served
up by the httpd: 2.4 container.

& localhost:8080

<& C  @® http://localhost:8080

It works!



Creating Images
Getting Started Basics

» Remember, everything we did here was done from the host computer (i.e.
your laptop). We aren’t building or running anything from inside of a container.

* With the exception of certain automated build environments you’ll likely never
run any docker ..command from inside of a container.



Creating Imag

|__:|j EXPLORER

> OPEN EDITORS
v CS346

Getting Started Basic ">

* You can see the logs
from the web server in
your terminal window

* This shows you
exactly what your
browser requested
from the web server

> OUTLINE
0 > TIMELINE

®0AO0

Dockerfile — c¢s346

FROM httpd:2.4

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER > | docker - hw(

® ~/cs346/hw02 $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
httpd 2.4 b5543eff25e7 13 days ago 137MB
hwO2 latest 7f8dc7bfé63e7 13 days ago  137MB

~/cs346/hw02 $ docker run -it --rm -p 8080:80 hw@2:latest

AHOO558: httpd: Could not reliably determine the server's fully qualified domain n:

2. Set the 'ServerName' directive globally to suppress this message

AHOO558: httpd: Could not reliably determine the server's fully qualified domain n:

2. Set the 'ServerName' directive globally to suppress this message

[Mon Sep 05 16:21:11.029126 2022] [mpm_event:notice] [pid 1:tid 281473735553040] Al

4 (Unix) configured -- resuming normal operations

[Mon Sep 05 16:21: 11 029719 2022] [core notlce] [pld 1 t1d 281473735553040] AH@009¢
7 D TORCUROCN | ~ TR e N
7f172 17.0.1 - - [05/Sep/2022 16:25:32 +0000] "GET / HTTP/1.1" 200 45 j
‘2172 17.0.1 - - [05/Sep/2022:16:25:32 +0000] "GET /favicon.ico HTTP/1.1" 404 196 }
f 172.17.0.1 - - [05/Sep/2022:16:26:23 +0000] "-" 408 - f

_paha S e ro T ) o ESAE M s A aaiier e A A2 o _posBa (AN A D A i e P Lo _pocsBa SET I M o A i e 2 L b sBa Do T ) iy e e A Loy b sBal
= - [ dait =" = e 2L e e A Lo 7 - Acw A
o~ - ) . - o : ) _ - \ L~ . A B - \ o~ . . o _ - \ o~ ) . - o : o~ -

Ln 2, Col1 Spaces:4 UTF-8 |



Creating Imag

Getting Started Basic

e Jo exit the container,
press the control

and C key together.

 This is often
abbreviated as just
ctrl-cor ~C

e You can see the ~C In

the screenshot before
the shutdown line

l: j EXPLORER

> OPEN EDITORS
v CS346
v hw02

> OUTLINE
o > TIMELINE

®0AO0

Dockerfile — cs346

FROM httpd:2.4

TERMINAL PROBLEMS OUTPUT DEBUG CONSOLE JUPYTER > | bash - hw(

® ~/cs346/hw02 $ docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
httpd 2.4 b5543eff25e7 13 days ago 137MB
hw02 latest 7f8dc7bfé63e7 13 days ago  137MB

® ~/cs346/hw02 $ docker run -it --rm -p 8080:80 hw02:latest

AHOO558: httpd: Could not reliably determine the server's fully qualified domain n:
2. Set the 'ServerName' directive globally to suppress this message

AHOO558: httpd: Could not reliably determine the server's fully qualified domain n:
2. Set the 'ServerName' directive globally to suppress this message

[Mon Sep 05 16:21:11.029126 2022] [mpm_event:notice] [pid 1:tid 281473735553040] Al
4 (Unix) configured -- resuming normal operations

[Mon Sep 05 16:21:11.029719 2022] [core:notice] [pid 1:tid 281473735553040] AHOOO9
tpd -D FOREGROUND'

172.17.0.1 - - [05/Sep/2022:16:25:32 +0000] "GET / HTTP/1.1" 200 45
172.17.0.1 - - [05/Sep/2022:16:25:32 +0000] "GET /favicon.ico HTTP/1.1" 404 196
172.17.0.1 - - [05/Sep/2022:16:26:23 +0000] "-" 408 -

AC[Mon Sep 05 16:38:51.383564 2022] [mpm_event:notice] [pid 1:tid 281473735553040]
TERM, shutting down
~/cs346/hwe2 $

Ln 2, Col1 Spaces:4 UTF-8 |






SSH Basics



Connecting to Remote Hosts
ssh - The Secure Shell

« “Back in my day” we connected to remote unix hosts with the telnet
command

* Plain text network traffic
* No encryption
* |t’s horribly insecure!
* Can still be useful, but is often not installed by default anymore

* Did | mention it’s horribly insecure?



Connecting to Remote Hosts
ssh - The Secure Shell

 [he ssh program is better
 End-to-end encryption
 Can use passwords or public keys

* ssh + public keys Is very secure

ssh [username]@[hostname]

ssh [username]@[IP Address]




Connecting to Remote Hosts
ssh - The Secure Shell

* The ssh program is installed by default on macOS, Linux desktops, recent
version of Windows, and the Windows Subsystem for Linux 2 (WSL2).

* |f you prefer GUI apps on Windows, Putty is the default go-to



Connecting to Remote Hosts

Putty

2 PuTTY Configuration 7| == |
Category:

=1+ Session Basic options for your PuTTY session

H - Logging Specify the destination you want to connect to

- Temina Host Name (or IP add Port

L Keyboard ost Mame (or I[P address) o
..... Bell 52.33.63.213 22

;B Features Connection type:

= Window ) Raw () Telmet ) Rlogin @ 55H () Seral
Appearance Load, save or delete a stored session
- Behaviour
Translation Saved Sessions
- Selection

H Cologrs Default Settings Load

=) Cpnnectlon
Data Cave
me}r
..... Telnet Delete
..... Rjog|n
+- 55H
""" Serial Close window on exit:

(O Aways () Mever @ Only on clean exit
[ About ‘ [ Help ] [ Open ‘ [ Cancel ‘

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html



http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

Connecting to Remote Hosts
Putty

PuTTY Secunty Alert

The server's host key i1s not cached in the registry. You
have no guarantee that the server 1s the computer you
think it is.

The server's rsad key fingerprint is:

ssh-rsa 2048 7a:19:0a:72:b7:6b:el:ch:ff:ae:ch:87:f9:04:eciea
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on coennecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection,




Connecting to Remote Hosts

Putty

’fl:n_hr:rm! Hfischerm: ~

fischerm@52

-~

yaWorks

CpsWorks
CpsWorks

!

CpsWorks
CpsWor

Vizsit htt
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Demo &=

TERMINAL  PROBLEMS  OUTPUT  DEBUG CONSOLE  JUPYTER (@ bash -+ ~ -~

root@6e78993d35d3:~/work# ssh fischerm@lectura.cs.arizona.edu

The authenticity of host 'lectura.cs.arizona.edu (192.12.69.186)' can't be established.

ECDSA key fingerprint is SHA256:eehHz6aUyHjaidkreOZINECAZXj+JhgAByyREZE9ZGg.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added 'lectura.cs.arizona.edu,192.12.69.186' (ECDSA) to the list of known hosts.
fischerm@lectura.cs.arizona.edu's password:

System information as of Sat 27 Aug 2022 04:17:45 PM MST

System load: 0.0 Processes: 491

Usage of /: 41.1% of 9.78GB  Users logged in: 15

Memory usage: 13% IPv4 address for ensl8: 192.12.69.186
Swap usage: 1%

=> There 1s 1 zombie process.
Welcome to:

2 L e
&




Lectura

Shared Computer Science Host

 Our department hosts a shared UNIX server, named lectura.
* Before logging in, create/reset your password:

* https://helpdesk.cs.arizona.edu/selfservice

* Your username will be same as NetlD But your password can be different

ssh netid@lectura.cs.arilizona.edu



https://helpdesk.cs.arizona.edu/selfservice

next up: The HTTP Protocol and Networking



