Managed Cloud Services

When you don’t want to run it yourself

Managed Cloud Services
Virtual Servers vs Cloud Services

« All the pieces of internet applications began as discrete software run on a
server you managed
« Everyone had to be at least an intermediate level sysadmin

« Managed Cloud Services aim to take away the “undifferentiated heavy lifting”
from your application stack

VM Centric Architecture
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« All these AWS services are highly available, fault tolerant, and can be
automatically deployed and backed up

« Only the RDS instance needs to be updated, and ~80% of that is automatic




More $$

Maintenance Less Time
More Less $$
Control More Time

AWS S3

Simple Storage Service




AWS S3

Cloud Object Storage

Amazon S3 is an object storage service that stores data as objects within
buckets.

An object is a file and any metadata that describes the file.

A bucket is a container for objects.

Not a File System

Read/Write object data through AWS API

AWS S3

Cloud Object Storage

* Bucket names must be globally unique

* No size limits

« Objects can be public or private

« Public objects can have URLs for direct access

« This makes S3 ideal for storing data on the internet you want other people
to access.

AWS S3

S3 Public Website Bucket

* There are enough little things that need to be configured on an S3 bucket to
allow for public web access that | built a CloudFormation template to codify it.

* AWS has a full tutorial for this:



https://docs.aws.amazon.com/AmazonS3/latest/userguide/HostingWebsiteOnS3Setup.html

AWS S3

S3 Public Website Bucket

« To deploy the template, go to the CloudFormation console in the web Ul.
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https://fischerm-csc346-download.s3.amazonaws.com/s3_template.yaml
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AWS S3

Cloud Object Storage
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AWS S3

Cloud Object Storage

* “Folders” are just part of

the object key e

« It’s not a File System

AWS S3

Cloud Object Storage

If configured as a public .
website, objects have i
publicly available URLs Objectoverview

You can download this
image from the URL

AWS S3

Cloud Object Storage

* S3 underpins much of AWS

» Docker images in ECR are stored in S3 under the hood

« All CloudFormation templates you upload are stored in an S3 bucket
« All EC2 AMI images are stored in S3

« ltis areally important service!



https://fischerm-csc346-download.s3.amazonaws.com/examples/Old-Main-Milky.jpg

AWS S3

Too many features to go over in class

Storage tiers - save money if you accept more risk

Lifecycle Policies - Delete stuff after a while, or transition it to archive storage

Integrates with many other Services - Event Based Triggers

Cross-account access - Host files that others can use

Requestor-pays - Host files that others have to pay to download (they don’t
pay you, they pay the AWS S3 network costs)

Yes, you have to pay to read data out of S3, that’s where they getchal

AWS Lambda

Function as a Service?

AWS Lambda

Managed Code Execution

Up to this point, if we had code we needed to execute, it had to run on a
machine we managed.

« Laptop
- EC2

AWS Lambda introduces another model




AWS Lambda

Managed Code Execution

“Lambda is a compute service that lets you run code without
provisioning or managing servers. Lambda runs your code on
a high-availability compute infrastructure and performs all of
the administration of the compute resources, including server
and operating system maintenance, capacity provisioning and
automatic scaling, and logging.”

AWS Lambda

Advantages

Serverless - No infrastructure to manage

Event-Driven - Nothing is “always running” (this can be good and bad)
Pricing based only on what you use

Scales automatically (can have limits placed)

Can be massively parallelized

Lets you focus on just your core application logic

AWS Lambda

Disadvantages

Not for long-running processes. A given Lambda invocation cannot last
longer than 15 minutes.

Requires a different mental model for how you build an application.
« Micro-services vs monolithic services.

Vendor lock-in. Can’t really take your AWS Lambda functions to Google App
Engine.

Memory and CPU limits are not as high as dedicated EC2 instances.

Access to persistent file systems is not simple.



http://www.apple.com
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html

AWS Lambda

Image Resizing

Let’s add images to our app.

Images are uploaded of all sorts of various sizes.

In the posts list, we want the images to all be a uniform size.

We want to normalize any uploaded image to be a set of standard sizes, a
square thumbnail and a larger view, but still possibly smaller than the original
image.
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AWS Lambda

Image Resizing in the Cloud

* That’s all fine for a laptop, how do we do this in the cloud?

AWS Lambda Console - Search for Lambda

AWS Lambda x

AWS Lambda

Image Resizing in the Cl¢”

« Create a new function

* Give it a name

Basicinformtion

« Use python 3.10 for the
runtime

* x86_64

AWS Lambda

Image Resizing in the Cl¢”

Permisions s

Change the default
execution role

We can’t make new IAM
roles in the Academy
account

Use the existing
“LabRole”

> Advanced settings




AWS Lambda

Image Resizing in the Cl(~  reszeimse et [0 o
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AWS Lambda
Event Handler
* We mentioned that Lambda is event driven
* Your code runs inside of the Lambda Runtime
« The Lambda Runtime handles receipt of events, then calls your code and
passes the event to it
« The entry point to your code is your event handler function
Runtime settings info
AWS Lambda
Event Handler Python 3.10 lambda_function.lambda_handler 8¢
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AWS Lambda

Event Triggers

* So what is in an event?

« It’s largely dependent on what is triggering your Lambda Function

* So what can trigger Lambda?

« Inshort, a lot of things!

* Most basic trigger is direct invocation. Either in the web console, or with the

API

function-name

AWS Lambda

Event Triggers

« Lambda integrates with more than 140 AWS services via direct integration

and the Amazon EventBridge event bus.
« Commonly used Lambda event sources:
« APl Gateway
- SNS
- QS
* S3
« CloudWatch Logs

« CloudWatch Events

« DynamoDB
« EventBridge

* Kinesis Data Streams

« Step Functions

AWS Lambda

Event Triggers

Each event source will send
different bits of data in the
incoming event object.

Here is a sample event coming
from API Gateway

Data relevant to an incoming
HTTP REST call

"isBase64Encoded":

false




AWS Lambda

Event Triggers

* Here'’s an example of an S3
ObjectCreated:Put event

« Information about which bucket
the object was created in as well . : [TeTTesterialen
as the object itself '

« Note that the Records key in the
top level dictionary is an array.
This event may container multiple
objects

AWS Lambda

Event Triggers i > 1 T
resize-image et | 0
« In the Lambda console, click ~ Function overview we
“Add trigger”

resize-image
G Layens o J—
Saaam

+ Ada desination

O amavsta

AWS Lambda

Event Triggers

Trigger configuration i

Choose S3 as the event source

Select the S3 bucket you want & s et ) Ml

Euenttye

We'll trigger on all the
“CreateObject” events

pree-cptionat

| only want to trigger on objects
with keys beginning with “input/”

nputs

Be careful about recursive
triggering!!




AWS Lambda

Event Triggers

Once saved, you can see the
trigger configuration in the
“Configuration” tab of your
function

Now every time a new object is
created in the input folder of that
bucket, our Lambda function will
run!

AWS Lambda

Layers

How do we import all the various python modules, such as the Pillow/PIL
module?

Lambda supports the idea of shared layers.

I've created a layer which has all the dependencies built in.

Layers aren’t too hard to create, but we don’t have enough time to go into
that in class unfortunately.

Only available in the same region, so use us-east-1

AWS Lambda

Layers

« Scroll down

* Click the “Add a layer” button




AWS Lambda

Layers

» Specify an ARN

« Use my layer ARN

« Click the Verify button to make -~ wsume
sure things are working

« Click the Add button

5: lambda:us-east-1:269

AWS Lambda

Layers

We can edit the code directly
in the browser to start.

Works for simple functions.

OK for testing.

You'll want to have more
Infrastructure as Code
scaffolding around any real
project.

AWS Lambda

Layers

» Can make the code editor fill
the browser window

Cods properies




AWS Lambda

Layers

« Can make the code editor fill
the browser window

AWS Lambda

Image Resizing in the Clc

* Where are our files?

* The Lambda runtime
has access to some
temporary local
storage

We need to get the
file to resize from the
event when a new
object is added to the
bucket

Lanbda pandler(event, context.
recorés - svant. peeCecoree's )

toxeCritename)

¥
Thucket) <o (gomnlood. path} ")
Ghucker, key, soiood patn)

oo gath, uploos.
vesenane {5} {exens
ety

plood poth, resize bucket, uplood key, Extrokrgs-extra_args

e 4 (plond key} to fresize bucket}”)

AWS Lambda

Image Resizing in the Cloud" ——

* Function needs to be
Deployed before
testing.

Ps

et Lanbda pandier(event, context:

recors < o

Coomnlood_path, uplood.path, 5)
oesenane) ) {extension)
ety

= Qe
ploodpoth, resize bucket, uplood key, ExtroArgs-extra_args

4 (plond key} to fresize bucket}”)




* Once deployed, we
can Test

ntent e, ence
% extraargs = (Con
7 Sl

oo

AWS Lambda

Image Resizing in the Cloud

The first time we hit Test, we’re
prompted to define a Test Event

Lambda is Event Driven

Our function currently doesn’t
use the event at all, so the
default “hello-world” event is
fine

Give it an Event name

Scroll down and Save

AWS Lambda

Try testing again

Error!

Task timed out after 3
seconds?

Lambda functions can
last up to 15 minutes,
but default to 3
seconds.

T ——

e
)
STRT Reqat: 114154356104 7St Version: SATST

REFORT Raqastia: 41FM1SD 4424956 0odd THAShCoMant Surotion: 307,66 ms  Blled Duraticn: 3000
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AWS Lambda

Image Resizing in the Cloud

Memory size is also tied to
CPU allocation. Let’s raise the
memory limit ti 1024, that
gives us more CPU and our
function will run faster

Change the Timeout to 1
minute.

Save

Edit basic settings
Bascsetiogs we

AWS Lambda

* Go back to the code view ar
let’s try our test again

)
< Giroge_potn ¢

tsizaory

st
Thucket) <o (gomnlood. path} ")
lbucket, bey, soelood pots)

Sy—

Coomnlood_path, uplood.pot,
oesenane) ) {extension)
encading - mnetypes.guess_typeCuplond key)

4 (plond key} to fresize bucket}”)

AWS Lambda

Image Resizing in the Cloud

No errors!

We see our resize message.

We have to copy our resized
image somewhere

Let’s put it into an S3 bucket!

Recommended to use different
buckets for input and output to
protect against recursive
triggering of your function

Code source e

Code properties




AWS Lambda S3 Demo

AWS Lambda

Upload Images

* How do we get our Chat client app to upload an image to our S3 bucket?

* AWS API calls!

« AWS S3 API provides a way to craft a ‘signed’ URL which we can use as the
basis for a PUT or POST HTTP call to upload data directly to a bucket

AWS Lambda

Upload Images

Using the boto3 SDK we can

create an s3_client object
and use the
generate_presigned_url
method

Get the bucket name from an
Environment Variable

Envionment 0

Fie

Toggin
1 e

logger -

Execuion esults

botocore. config import Config
botocore. exceptions import ClientError

g basicConfigC
vel-logging. INFO, format="K(asctine)s X(levelnane)s (3

Logging. getLogger(_name_)

ConfigCregion_name-"us-east-1")
b

otod. client("s3", config-conf)

3_bucket_name = 0. environ. get("S3_BUCKET_NAVE")
prefix - "input/

def create_presigned_url (bucket_name, object_nane, content_
Togger. infoC

Generating signed upload URL for {object._nane} to

response = 53.generate_presigned_urlC
put_object”,

Porcas
Bucket": bucket_nane,
Key" object_nane,
ACL": "public-read”,
ContentType": content_type,

1
Expiresin-expiration,

xcept Clientrror as e

Logging. error(e)




AWS Lambda

Environment Variables

Just like almost every other
code execution method,
Lambda provides a way to
define Environment Variables

55.UPLOKD_BUCKET NAME

AWS Lambda

Environment Variables

These are accessible from your
code using standard language
functions for accessing
environment variables

Code can be used in multiple
runtime environments without
having to know the specifics of
the runtime

Code

Test | Monitor

Code source o

[S—s

ot Fnd Vw Go

[ S

Configuration

Tools

Windon

Alisses

Versions

23 def create_presigned_url hucket nane, object_name, content_type
2 logger. ot
i

AWS Lambda

Function URLs

For simple use cases, Lambda
now provides a direct way to
invoke the function through a
URL

Basic functionality
API Gateway is a more robust

and featured service for more
production projects

Function URL e




AWS Lambda

Function URLs

« For now we will not use any
Authentication

« Potentially a security risk as this
would allow anyone to generate
upload URLs for our buckets
and upload files

« Acceptable risk for now
« Could implement your own

Basic Auth in the lambda
function

Function URL e

AWS Lambda

Function URLs

« Use our function URL in
Postman

« GET

« Pass the file name in

through query string
parameters

AWS Lambda

Function URLs

« Use the returned URL as the destination for a PUT HTTP request that passes a

file

®0® Home Workspaces

mmszFLR

wwinglpg




AWS Lambda

Function URLs

« In Postman, select the image in the Body tab, and choose “binary"

Upload $3image ) save

none @ form-data faw @binary ® GraphaL

Okd-Main-Miky jog

AWS Lambda p——

Function URLs e

Since we uploaded the
image to the S3 bucket
configured as the trigger
for our resize function, the
image should be resized
automatically

Our create upload URL
call also returns the URLs
of the resized objects

We can view them directly

AWS Lambda

Function URLs

Since we uploaded the
image to the S3 bucket
configured as the trigger
for our resize function, the
image should be resized
automatically

Our create upload URL
call also returns the URLs
of the resized objects

We can view them directly







