Managed Cloud Services

When you don’t want to run it yourself



Managed Cloud Services

Virtual Servers vs Cloud Services

* All the pieces of internet applications began as discrete software run on a
server you managed

 Everyone had to be at least an intermediate level sysadmin

 Managed Cloud Services aim to take away the “undifferentiated heavy lifting”
from your application stack



VM Centric Architecture
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Managed Cloud Services

Database
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Docker
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CloudFront




Cloud Centric Architecture
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Managed Cloud Services

Virtual Servers vs Cloud Services
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Load Balancer Container Service Service
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CloudFront

|

* All these AWS services are highly available, fault tolerant, and can be
automatically deployed and backed up

* Only the RDS instance needs to be updated, and ~80% of that is automatic
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AWS S3

Simple Storage Service
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AWS S3

Cloud Object Storage

 Amazon S3 is an object storage service that stores data as objects within
buckets.

 An object is a file and any metadata that describes the file.
* A bucket is a container for objects.

* Not a File System

 Read/Write object data through AWS API
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AWS S3

Cloud Object Storage

 Bucket names must be globally unique

* No size limits

* Objects can be public or private

 Public objects can have URLs for direct access

* This makes S3 ideal for storing data on the internet you want other people
{0 access.
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AWS S3

S3 Public Website Bucket

* There are enough little things that need to be configured on an S3 bucket to
allow for public web access that | built a CloudFormation template to codify it.

e AWS has a full tutorial for this:

https://docs.aws.amazon.com/AmazonS3/latest/userguide/HostingWebsiteOnS3Setup.html


https://docs.aws.amazon.com/AmazonS3/latest/userguide/HostingWebsiteOnS3Setup.html
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AWS S3

S3 Public Website Bucket

* Jo deploy the template, go to the CloudFormation console in the web UI.

O @ & | earner Lab X CloudFormation - Stack X 4+ v

& & @ https://us-east-1.console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks?filteringStatus=active&filteringText=&viewNest... @ M s O a

dWS &% services | Q Search [Option+S] | L (@ N Viginia v voclabs/user2177624=Mark_Fischer @ 5617-0729-6892 ¥

@ Elastic Container Service a Elastic Container Registry & CloudFormation <@ VPC @ EC2 @ RDS @ S3 N Lambda

CloudFormation X CloudFormation » Stacks
Stacks Stacks (2) C Create stack V¥
StackSets :
Q, Filter by stack name @ View nested | Active v 1 {o}
Exports
Stack name Status Description
Designer . .
fischerm-csc346-upload-bucket & CREATE_COMPLETE S3 signed URL generator
c63800a121608512766643t1w561707296892 & CREATE_COMPLETE associate Learner Lab template

¥ Registry
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AWS S3

S3 Public Website Bucket

e Create a new stack with new resources

O @ & | earner Lab X CloudFormation - Stack X 4+ v

& & @ https://us-east-1.console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks?filteringStatus=active&filteringText=&viewNest... @ M s O a

aws 382 services | Q Search [Option+S] | D @  Nviginiav  voclabs/user2177624=Mark_Fischer @ 5617-0729-6892 v

@ Elastic Container Service @ Elastic Container Registry E° CloudFormation @/ VvPC @ EC2 @ RDS & S3 N Lambda

CloudFormation X CloudFormation » Stacks

Stacks Stacks (2) C ‘ Create stack a

StackSets With new resources (standard)
Q, Filter by stack name
Exports
Stack name Status Description
Designer . :
fischerm-csc346-upload-bucket & CREATE_COMPLETE S3 signed URL generator
c63800a121608512766643t1w561707296892 & CREATE_COMPLETE associate Learner Lab template

¥ Registry



stack

Create stack

AWS S3

S3 Public Website Bucket

Prerequisite - Prepare template

Prepare template
Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want
to include in the stack.

O Template is ready Use a sample template Create template in Designer

* YOou can use my template
directly from my class
Specify template b uc ket _

A template is a JSON or YAML file that describes your stack's resources and properties.

Template source
Selecting a template generates an Amazon S3 URL where it will be stored.

O Amazon S3 URL Upload a template file

Amazon S3 URL

https://fischerm-csc346-upload-bucket.s3.amazonaws.com/templates/s3-website.yaml

Amazon S3 template URL

e ttps://fischerm-csc346-download.s3.amazonaws.com/s3 template.yaml

Cancel Next

e new Unified Settings Z © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences



https://fischerm-csc346-download.s3.amazonaws.com/s3_template.yaml

stack

Specify stack details

Stack name

Stack name

fischerm-csc346-bucket

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your templat

BucketName
The name of the S3 bucket.

fischerm-csc346-bucket

e and allow you to input custom values when you create or update a sta

ck.

e new Unified Settings [/}

Cancel

© 2022, Amazon Web Services, Inc. or its affiliates.

Previous H Next ‘

Privacy Terms Cookie preferences

AWS S3

S3 Public Website Bucket

* You need to specify a
Stack name

* There’s one parameter for
this template, the bucket
name

e | often have the stack
name and bucket name
be the same. Makes
things simple

* Create a unique bucket
name!



m-csc346-upload-bucket

fischerm-csc346-upload-bucket

C
Delete Update Stack actions ¥ Create stack Vv

Stack info Events Resources Outputs Parameters Template Change sets = =
" " g S3 Public Website Bucket
ested
phinia = Click through to deploy
Q. Search events {0} the StaCk
Timestamp Logical ID Status Status reason

296892

2022-10-30 20:37:58
UTC-0700

2022-10-30 20:37:57
UTC-0700

2022-10-30 20:37:57
UTC-0700

2022-10-30 20:37:56
UTC-0700

2022-10-30 20:37:54
UTC-0700

2022-10-30 20:37:33
UTC-0700

2022-10-30 20:37:32
UTC-0700

e new Unified Settings [/}

fischerm-csc346-
upload-bucket

S3BucketPublicPolicy

S3BucketPublicPolicy

S3BucketPublicPolicy

S3UploadBucket

S3UploadBucket

S3UploadBucket

(® CREATE_COMPLETE

& CREATE_COMPLETE

() CREATE_IN_PROGRESS

() CREATE_IN_PROGRESS

& CREATE_COMPLETE

() CREATE_IN_PROGRESS

® CREATE_IN_PROGRESS

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy

Resource creation
Initiated

Resource creation
Initiated

Terms

Cookie preferences

Once the stack reaches
CREATE_COMPLETE
your S3 bucket should be
created and configured
correctly to host files able
to be accessed publicly.

We will use this in an
upcoming homework to
store images for our chat

app.



AWS S3

Cloud Object Storage

* Clicking on a bucket
shows its contents

e Can create “folders” and
upload objects directly in
the web UI
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adWs

N

@ fischerm-csc346-download - & X +

C O E] https://s3.console.aws.amazon.com/s3/buckets/fischerm-csc346-download?region=us-east-1&bu 3

225 Services | Q  Search [Option+S] | ) JAN @) {c} Global v fdn-SysAdmin/fischerm@arizona.ed

@ Elastic Container Service B> CloudFormation '@ CloudWatch @ EC2 & Amazon EventBridge & Systems Manager & Support [& CodeBuild

Amazon S3 > Buckets ) fischerm-csc346-download

fischerm-csc346-download =D

Objects Properties Permissions Metrics Management Access Points

Objects (2) info

C Actions ¥ Create folc

[ Upload

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4] to get a list of all objects in your bucket. For others to access your ok
need to explicitly grant them permissions. Learn more [

Q. Find objects by prefix 1
CJ Name & Type v Last modified v | Ssize v Storage c
J 3 examples/ Folder - - -

) D s3_template.yaml yaml March 25, 2024, 08:52:07 (UTC-07:00) 1.4 KB Standard




[ NON ) [€] examples/Old-Main-Milky.jpg - X = +

a WS 53 “— C O E] https://s3.console.aws.amazon.com/s3/object/fischerm-csc346-download?region=us-east-1&buc ﬁ & Q
B s2: Services Q Search [Option+S] | (3 AN ® {o}

Global v fdn-SysAdmin/fischerm@arizona.edu @ ua-uits-sia-nonp

N7

C I O u d 0 bj e Ct Sto ra g e u Elastic Container Service B CloudFormation @ CloudWatch E EC2 & Amazon EventBridge & Systems Manager & Support @ CodeBuild

Amazon S3 ) Buckets > fischerm-csc346-download > examples/ > Old-Main-Milky.jpg

Old-Main-Milky,jpg Ihfo Copy S3 URI MM Download Open [4 Object actions ¥

 “Folders” are just part of
the object key

Properties Permissions Versions

Object overview

* |t’s not a File System

Owner S3 URI

ua-uits-sia-nonprod-aws s3://fischerm-csc346-download/examples/Old-Main-Milky.jpg

AWS Region

Amazon Resource Name (ARN)
US East (N. Virginia) us-east-1

arn:aws:s3::0fischerm-csc346-download




[ NON ) [€] examples/Old-Main-Milky.jpg - X = +

AWS 53 & C O B https://s3.console.aws.amazon.com/s3/object/fischerm-csc346-download?region=us-east-1&buc 7 & )
aws EEE Services Q. Search [Option+S] @ Q @ @ Global v fdn-SysAdmin/fischerm@arizona.edu @ ua-uits-sia-nonp

N7

C I O u d 0 bj e Ct Sto ra g e u Elastic Container Service B CloudFormation @ CloudWatch E EC2 & Amazon EventBridge & Systems Manager & Support @ CodeBuild

Amazon S3 ) Buckets > fischerm-csc346-download > examples/ > Old-Main-Milky.jpg

Old-Main-Milky,jpg Ihfo Copy S3 URI MM Download Open [4 Object actions ¥

 |f configured as a public
website, objects have
publicly available URLs Object overview

Properties Permissions Versions

Owner S3 URI

¢ YO u Can d Own IOad th IS ua-uits-sia-nonprod-aws s3://fischerm-csc346-download/examples/Old-Main-Milky.jpg
I m ag e frO m th e U R L AWS Region Amazon Resource Name (ARN)

US East (N. Virginia) us-east-1
arn:aws:s3:::fischerm-csc346-download/examples/Old-Main-Milky.j

Last modified pPg

March 25, 2024, 08:55:17 (UTC-07:00)
Entity tag (Etag)

Size aaa3e5256dc5cc6b9758bd36331499f0

5.5 MB
Object URL

Type

ipg https://fischerm-csc346-download.s3.amazonaws.com/examples/
Old-Main-Milky.jpg

Key

examples/Old-Main-Milky.jpg

https://fischerm-csc346-download.s3.amazonaws.com/examples/Old-Main-Milky.Jpg

https://fischerm-csc346-download.s3.amazonaws.com/examples/Old-Main-Milky.jpg © £044, AMazon WEeD SErvIces, Inc. or Its amuates. rrivacy 1erms cooxie prefe
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| Match Case | | Match Diacritics | | Whole Words 1 of 1 match

| Highlight All

X | sia-non AV


https://fischerm-csc346-download.s3.amazonaws.com/examples/Old-Main-Milky.jpg
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AWS S3

Cloud Object Storage

e S3 underpins much of AWS

 Docker images in ECR are stored in S3 under the hood

* All CloudFormation templates you upload are stored in an S3 bucket
* All EC2 AMI images are stored in S3

* |t is a really important service!
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AWS S3

Too many features to go over In class

o Storage tiers - save money if you accept more risk

» Lifecycle Policies - Delete stuff after a while, or transition it to archive storage
* |Integrates with many other Services - Event Based Triggers

» Cross-account access - Host files that others can use

 Requestor-pays - Host files that others have to pay to download (they don’t
pay you, they pay the AWS S3 network costs)

* Yes, you have to pay to read data out of S3, that’s where they getcha!



AWS Lambda

Function as a Service?
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AWS Lambda

Managed Code Execution

 Up to this point, if we had code we needed to execute, it had to run on a
machine we managed.

o | aptop
e EC2

« AWS Lambda introduces another model
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AWS Lambda

Managed Code Execution

“Lambda Iis a compute service that lets you run code without
provisioning or managing servers. Lambda runs your code on
a high-availability compute infrastructure and performs all of
the administration of the compute resources, including server
and operating system maintenance, capacity provisioning and
automatic scaling, and logging.”

https://docs.aws.amazon.com/lambda/latest/dg/welcome.html


http://www.apple.com
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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AWS Lambda

Advantages

* Serverless - No infrastructure to manage

 Event-Driven - Nothing is “always running” (this can be good and bad)
* Pricing based only on what you use

e Scales automatically (can have limits placed)

 Can be massively parallelized

* | ets you focus on just your core application logic
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AWS Lambda

Disadvantages

* Not for long-running processes. A given Lambda invocation cannot last
longer than 15 minutes.

 Requires a different mental model for how you build an application.
* Micro-services vs monolithic services.

* Vendor lock-in. Can’t really take your AWS Lambda functions to Google App
Engine.

 Memory and CPU limits are not as high as dedicated EC2 instances.

* Access to persistent file systems is not simple.
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AWS Lambda

Image Resizing

* | et’'s add images to our app.
* |mages are uploaded of all sorts of various sizes.
* |n the posts list, we want the images to all be a uniform size.

 We want to normalize any uploaded image to be a set of standard sizes, a
square thumbnalil and a larger view, but still possibly smaller than the original
iImage.
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AWS Lambda

Image Resizing in Python
« How do we resize an
image in Python?

« Use the Pillow / PIL
module

I'_:,j EXPLORER

> OPEN EDITORS
VRESIZE [J B O &

® image-resize.py

> OUTLINE
> TIMELINE

®O0A0 AWS

X-wing.jpg — resize

2 x-wing.jpg X

. x-wing.jpg

CODEWHISPERER REFERENCE LOG

~/CSC346/demo/resize $ 1ls -lah
total 1120

drwxr-xr-x@ 4 fischerm staff
drwxr-xr-x@ 17 fischerm staff
-ITW-Y--T-- 1 fischerm staff
-ITW-r--r--@ 1 fischerm staff
~/CSC346/demo/resize $ D

‘_ o+ Y
= e

o - = ‘.,-
I: E E |I IRIE W

ol \ )
, e i N ' 3
~ e 17 .

DEBUG CONSOLE TERMINAL

128B Nov 3 19:08 .
544B Nov 3 19:08 ..

274B Nov 3 19:07 image-resize.py

553K Apr 26 2022 x-wing.]jpg

Whole Ir




(XN iImage-resize.py — resize
A @ EXPLORER @ image-resize.py X
> OPEN EDITORS @ image-resize.py > ...
II /O v RESIZE 1 from PIL import Image
@ image-resize.py 2
g_p 2 x-wing-200.jpg 3
= x-wing.jpa 4 def resize_image(image_path, resized_path, size):
5 with Image.open(image_path) as image:
f;> 6 image.thumbnail ((size, size))
7 image.save(resized_path)
[Tj 8 print (f"Resized jimage_path} to {sizeipx")
) 9
10
-_E; 11 source = "x-wing.jpg"
12 resized = "x-wing-200.jpg"
Z&. 13
14 resize_image(source, resized, 200)
15
CODEWHISPERER REFERENCE LOG =~ DEBUG CONSOLE  TERMINAL  --- >] bash - resize —+ v

® ~/CSC346/demo/resize $ 1ls -1lah
total 1120
drwxr-xr-x@ 4 fischerm staff 128B Nov 3 19:08 .
drwxr-xr-x@ 17 fischerm staff 544B Nov 3 19:08 ..
-rw-r--r-- 1 fischerm staff 274B Nov 3 19:07 image-resize.py

CEZ) -Tw-r--r--@ 1 fischerm staff 553K Apr 26 2022 x-wing.jpg

® ~/CSC346/demo/resize $ python image-resize.py

Resized x-wing.jpg to 200px
30 {é\} 2 G ~/CSC346/demo/resize $ D
> TIMELINE




AWS Lambda

Image Resizing in the Cloud

 That’s all fine for a laptop, how do we do this in the cloud?

e AWS Lambda Console - Search for Lambda

® ® Learner Lab X BN Functions - Lambda X +

< C @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions

aws =22 Services Q Search

[Option+S] ) JAN @) N. Virginia ¥ voclabs/user2177624=Mark_Fischer @ 5617-0729-6892 ¥

@ Elastic Container Service [@ Elastic Container Registry ~E® CloudFormation @ VPC @ EC2 8 RDS ‘& S3 [N Lambda

AWS Lambda X Lambda > Functions ®

Dashboard Functions (2) Last fetched 4 minutes ago Create function

Applications

PP Q, Filter by tags and attributes or search by keyword 1 {3
Functions

. - . L. - v . — g v
v Additional resources ] Function name Description Package type Runtime Last modified

Code signing configurations ] LightsailMonitoringFunction - Zip Python 3.8 last month
Layers

yer ] MainMonitoringFunction - Zip Python 3.8 last month
Replicas

¥ Related AWS resources



O O P\l Create function - Lambda X + v

< C O 8 https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/create/function 9 & ﬁ »

AWS La m bda aws-, EEE e ‘ Q Search [Option+S] ‘ @ Q @ {§} N. Virgini v fdn-SysAdmin/fischerm@arizona.edu @ ua-uits-sia-nonpro ¥

@ Elastic Container Service E° CloudFormation @ CloudWatch @ EC2 & Amazon EventBridge & Systems Manager & Support [& CodeBuild

Image ReSiZing in the CI( = Lambda > Functions > Create function

Create function i

Choose one of the following options to create your function.

. 1 - -
 Create a new function -2 B el S O Use a blueprint O Container image
Start with a simple Hello World example. Build a Lambda application from sample code Select a container image to deploy for your

and configuration presets for common use function.
cases.

e (Give it a name

Basic information

Function name
® S e pyt O n - O r t e Enter a name that describes the purpose of your function.
resize-image

]
ru nt I I I l e Use only letters, numbers, hyphens, or underscores with no spaces.

Runtime Info
Choose the language to use to write your function. Note that the console code editor supports only Node.js, Python, and Ruby.

® X8 6_64 Python 3.10 v C

Architecture Info
Choose the instruction set architecture you want for your function code.

O x86_64
() armé64

Permissions info

By default, Lambda will create an execution role with permissions to upload logs to Amazon CloudWatch Logs. You can customize this default role later when adding triggers.

CloudShell Feedback © 2024, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

X sia-non NV |:| Highlight All |:| Match Case D Match Diacritics D Whole Words 1 of 1 match



0O & Learner Lab X BN Lambda X | =+

< & @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/create/function

AWS Lambda W s Qo R SR T—r—
@ Elastic Container Service @ Elastic Container Registry & vec @ EC2 W RDS & 53 N Lambda

B> CloudFormation

Architecture Info

| | | —
I m a g e R eS I Z I n g I n t h e C I ( Choose the instruction set architecture you want for your function code.

O x86_64

() armé64

Permissions Info

® ‘ : h a n g e t h e d efa u It By default, Lambda will create an execution role with permissions to upload logs to Amazon CloudWatch Logs. You can customize this default role later when adding trigger
ti |

¥ Change default execution role

Execution role

® We Ca n ,.t I,.I,.I a ke n eW IAM Choose a role that defines the permissions of your function. To create a custom role, go to the IAM console.

(O Create a new role with basic Lambda permissions

rO I eS i n th e Aca‘d e my g E::a:: :)::inrgo[:li‘er'om AWS policy templates
account

Existing role

Choose an existing role that you've created to be used with this Lambda function. The role must have permission to upload logs to Amazon CloudWatch Logs.

. . LabRole v
* U Se t h e eXI St I n g View the LabRole role on the IAM console.

“LabRole”

» Advanced settings

Feedback Looking for language selection? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affilia

= pillars-of-creati....png A = pillars-of-creati....png A



O O B8 Learner Lab X |\ resize-image - Lambda X +

& & @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image?newFunction=true&tab=code @ @ Y

EEE Services ‘ Q Search [Option+S] ’ @ Q @ N. Virginia v voclabs/user2177624=Mark_Fischer @ 5617-07-
a m a @ Elastic Container Service @ Elastic Container Registry E® CloudFormation & VPC @ Ec2 ® RDS & s3 [N Lambda

Image Resizing in the Cli  res=¢'mase

v Function overview info

fu n Ct I O n g Layers (0) Last modified

1T minute ago

e Default “Hello World” B sie-image

Add trigger Add destination
3 99 + Function ARN
arn:aws:lambda:us-east-1:561707296892:
function:resize-image
Function URL Info
Code Test Monitor Configuration Aliases Versions
Code source info Upload from ¥
~ File Edit Find View Go Tools Window m ot o
Q B lambda_function % Execution results
= v resize-image o 3 Lmport Jjson
= :
§ lambda_function.py def lambda_handler(event, context):
E # TODO implement
L

'statusCode’: 200,

il

2

3

4

5 return {
6

7 'body': json.dumps('Hello from Lambda!')
8

9
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AWS Lambda

Event Handler

e We mentioned that Lambda is event driven
* Your code runs inside of the Lambda Runtime

 The Lambda Runtime handles receipt of events, then calls your code and
passes the event to it

* The entry point to your code is your event handler function



Runtime settings info

AWS Lambda

Eve nt H and Ier Python 3.10 lambda_function.lambda_handler x8E
® ® gl Learner Lab X resize-image - Lambda X + .
S C @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functiongg#€size-image?tab=code Q b % O @

aWs sss Services Q. Search [Option+S] Q @ N. Virginia ¥ voclabs/us :r2177624=Mark_Fischer @ 5617-0729-6892 v

7 ses

@ Elastic Container Service @ Elastic Container Registry B> CloudFormation @ VP~ @ Ec2 @® RDS & s3 N Lambda

®

Code source info Upload from W

~ File Edit Find View Go Tools g#findow m it o .

lambda_function % Execution results %

O

;E) v resize-image " 1 W:meor't boto3
= 2 1mport requests
S 3 from PIL import Image
S 4
L0 5
6 def resize_image(image_path, regflzed_path, size):
7 with Image.open(image_path¥ as image:
8 image.thumbnail((sizf#, size))
9 image.save(resizedgpath)
10 print(f"Resized #image_path} to {size}px")
11
12
14 enarr .png"
15 source_url = f"https://fischerm-csc346-upload-bucket.s3.amazonaws.com/input/{filename}"
16

17 tmpkey = filename.replace("/". "™)
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AWS Lambda

Event Triggers

e So what is in an event?

* |t’s largely dependent on what is triggering your Lambda Function

 So what can trigger Lambda?

* |n short, a lot of things!

 Most basic trigger is direct invocation. Either in the web console, or with the

API

aws lambda i1nvoke —--functlon—-name resilze—-l1mage --payload

'

"fi1le":

"Xx-wing.jpg"

} I




AWS Lambda

Event Triggers

 Lambda integrates with more than 140 AWS services via direct integration
and the Amazon EventBridge event bus.

« Commonly used Lambda event sources:

* API Gateway  CloudWatch Events
e SNS « DynamoDB

¢ SQS « EventBridge

¢ S3 * Kinesis Data Streams

 CloudWatch Logs o Step Functions
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AWS Lambda

Event Triggers

e Each event source will send
different bits of data in the
Incoming event object.

 Here is a sample event coming
from API Gateway

* Data relevant to an incoming
HTTP REST call

"resource": "/",

"path": "/",

"httpMethod": "GET",

"requestContext": {
"resourcePath": "/",
"httpMethod": "GET",
"path": "/Prod/",

b

"headers": {
"accept": "text/html,application/signed-exac
"accept-encoding": "gzip, deflate, br",
"Host": "701xmpl4dfl.execute-api.us—-east-2.a
"User-Agent": "Mozilla/5.0 (Windows NT 10.0

b

"queryStringParameters": null,
"multiValueQueryStringParameters": null,
"pathParameters": null,
"stageVariables": null,

"body": null,

"1sBasebdEncoded": false
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AWS Lambda

Event Triggers

 Here’s an example of an S3
ObjectCreated:Put event

* |nformation about which bucket
the object was created in as well
as the object itself

 Note that the Records key In the
top level dictionary Is an array.
This event may container multiple
objects

"Records": |

{

"eventVersion": "2.1",

"eventSource": "aws:s3",

"awsRegion": "us-east-1",

"eventTime": "2022-11-06T20:17:18.3527Z",
"eventName": "ObjectCreated:Put",

"userIdentity": {

b

"requestParameters":

"principalId": "AWS:AROAYFSCS5FBOKLKFWGIOO:user2177624=Msz

{"sourceIPAddress": "67.1.196.37"},

"responseElements": {

b

"S

b
J

"x—amz-request-1d": "VV31VSKAKPTP/R4C",
"x—amz-1d-2": "v+A+vGX30SWOB8cb8JIhbA] 7/WRPMtDLN1dgYtZQOLf 97

3": |
"s3SchemaVersion": "1.0",
"configurationId": "el2733ff1-399f-4645-8778-7Tedfefa’lc3z
"bucket": {
"name": "fischerm-csc346-upload-bucket",
"ownerIdentity": {"principalId": "A3NRT1KH8KAG5S7"},
"arn": "arn:aws:s3:::fischerm-csc346-upload-bucket",
I
"object": {
"key": "input/x-wing.jpg",

"size": 5066095,
"eTag": "09a%p11£91823ddoe9fefc3ecbd9f7e9c",
"sequencer": "006368164E4491EDOLS",

b




O O & | earner Lab X m resize-image - Lambda X W fischerm-csc346-upload-buch X ’ 4

& > @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image?tab=code

@ Elastic Container Service @ Elastic Container Registry B> CloudFormation <@ VPC @ EC2 @& RDS

Eve nt Triggers S e S

resize-image

* In the Lambda console, click = Pinton ony o
“*Add trigger”

m resize-image

\8 Layers (1)

AWS Lambda S Q s [otows) PEL | et i

& s3 [N Lambda

Throttle C

Description

Last modified
3 days ago

-+ Add trigger <+ Add destination

Function ARN

arn:aws:lam
2:function:resize

Function URL 1

Code Test Monitor Configuration Aliases Versions

Code source info

ilo i Ta¥a LA - ala Alindn Tﬂﬂ' -

Feedback Looking for language selection? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affiliate:
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O O &8 [earner Lab X Eﬂ Lambda X W fischerm-csc346-upload-buch X ’ 4

& & @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/add/relation?focus=aws%2Flambda&tar

AWS Lambda SENNISEY C s (opiones [NEINO O e

@ Elastic Container Service @ Elastic Container Registry & CloudFormation @ vPC @ Ec2 ¥ RDS & S3 [N Lambda

Eve nt Tri g g e rs Trigger configuration info

dws storage

Bucket
Please select the S3 bucket that serves as the event source. The bucket must be in the same region as the function.

® SeleCt the 83 bUCket yOu Want Q, s3/fischerm-csc346-upload-bucket X C

Bucket region: us-east-1

e Choose S3 as the event source

Event type

, | ]
o We I I t rl g g e r O n aI I t h e Select the events that you want to have trigger the Lambda function. You can optionally set up a prefix or suffix for an event. However,
each bucket, individual events cannot have multiple configurations with overlapping prefixes or suffixes that could match the same obj
“C teObject” t
realeupjeclt evenits

key.

All object create events v

Prefix - optional

o I on Iy wa nt to 'tr' g g er on o bJ eCtS Enter a single optional prefix to limit the notifications to objects with keys that start with matching characters.
with keys beginning with “input/”

input/

Suffix - optional
Enter a single optional suffix to limit the notifications to objects with keys that end with matching characters.

e Be careful about recursive
t ri g g e ri n g ! ! Recursive invocation

If your function writes objects to an S3 bucket, ensure that you are using different S3 buckets for input and output. Writing to the sam
bucket increases the risk of creating a recursive invocation, which can result in increased Lambda usage and increased costs. Learn mor

» - -

Feedback Looking for language selection? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affiliate:
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00

Learner Lab X E.‘J resize-image - Lambda X

gl fischerm-csc346-upload-buch X ‘ 4

< & @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image?tab=configure

AWS Lambda —

sss Services l Q Search [Option+S] | ) JAN @) N. Virginia v voclabs/use

@ Elastic Container Service @ Elastic Container Registry & CloudFormation @ vPC @ Ec2 ¥ RDS & S3 [N Lambda

Event Triggers

 Once saved, you can see the
trigger configuration in the
“Configuration” tab of your
function

* Now every time a new object is
created in the input folder of that
bucket, our Lambda function will
run!

Code Test Monitor Configuration Aliases Versions
General .
e g HoN Triggers (1) info ¢
Triggers Q, Find triggers
Permissions B Trigger
Destinations $3: fischerm-csc346-upload-bucket
arn:aws:s3:::fischerm-csc346-upload-bucket
Function URL ¥ Details
Environment Bucket arn: arn:aws:s3:::fischerm-csc346-upload-bucket
variables
- Event type: s3:0bjectCreated:*
L]
Tags B Notification name: e2733ff1-399f-4645-8778-7e4fef7a7c3a
Prefix: input/
VPC Service principal: s3.amazonaws.com

Source account: 561707296892

Monitoring and
operations tools

Statement ID: lambda-70cb8c7a-9df0-4c11-a6¢c4-8d239ce0e8f1

Concurrency

Asynchronous
invocation

Code signing

Feedback

Looking for language selection? Find it in the new Unified Settings [/}

© 2022, Amazon Web Services, Inc. or its affiliate:



AWS Lambda

Layers

« How do we import all the various python modules, such as the Pillow/PIL
module?

 |ambda supports the idea of shared layers.
* |'ve created a layer which has all the dependencies built In.

| ayers aren’t too hard to create, but we don’t have enough time to go into
that in class unfortunately.

* Only available in the same region, so use us-ecast-1

arn:aws:lambda:us—-east-1:269800669561:1layer:fischerm—CsCc346—-1magelayer:?2

44



O @ B Learner Lab

X

b resize-image - Lambda X A

< & @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image?tab=code Q. M ¢ a

AWS La m bda WS | i sevicss | Q search

Layers

e Scroll down

[Option+S] ) AN @) N. Virginia ¥ voclabs/user2177624=Mark_Fischer @ 5617-0729-68

& CloudFormation @ vPC @ Ec2 @ rRDs & s3 W Lambda

@ Elastic Container Service @ Elastic Container Registry

1:1 Python Spaces:4 Q‘

e Click the “Add a layer” button e

Package size SHA256 hash Last modified
299.0 byte flo6ZIRH/KN6Ra3twvdRIlUYaxv182Tjx0gN November 3, 2022 at 07:30 PM MST
WNIKIhI=
Runtime settings info
Runtime Handler Info Architecture Info
Python 3.9 lambda_function.lambda_handler x86_64
Layers info Edit I Add a layer
Merge order Name Layer version Compatible runtimes Compatible architectures Version ARN

There is no data to display.

https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/add/layer?function=resize-image © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie prefere
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O B Learner Lab X BN Lambda X I

< % @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/add/layer?function=resize-image G M st [

AWS La m bd a SW> | a8 Semvices | Q Search [Option+s] | B & @  N.Virginia v voclabs/user2177624=Mark_Fischer @ 5617-0729-68

Layers

! Elastic Container Service m Elastic Container Registry & CloudFormation @ VPC H EC2 3 RDS & S3 m Lambda

Add layer

Function runtime settings

Runtime Architecture

» Specify an ARN

Choose a layer

 Use my layer ARN

Layer source Info

Choose from layers with a compatible runtime and instruction set architecture or specify the Amazon Resource Name (ARN) of a layer
version. You can also create a new layer.

® CI iCk the Verify bUttOn tO make O AWS layers Custom layers O Specify an ARN

Choose a layer from a list of Choose a layer from a list of Specify a layer by providing the
. . layers provided by AWS. layers created by your AWS ARN.
S u re I n g S a re W( ) r I n g account or organization.
Specify an ARN

Specify a layer by providing the Amazon Resource Name (ARN).

® C I I C k t h e Ad d b u ttO n arn:aws:lambda:us-east-1:561707296892:layer:csc346-lambda-layer:3 Verify

Description

Base Layer for CSC 346 Lambda Functions

Compatible runtimes

arn:aws:lambda:us—-east-1:269800669561:1layer:fischerm—CsCc346—-1magelayer:?2

x86_64

Cancel

Feedback Looking for language selection? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie prefere
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AWS Lambda

Layers

 We can edit the code directly
In the browser to start.

* Works for simple functions.
* OK for testing.

e You’'ll want to have more
Infrastructure as Code
scaffolding around any real
project.

00 B Learner Lab X N resize-image - Lambda X <+

< (& @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image?tab=code

aws sss Services

N—] see

@ Elastic Container Service

Q Search

@ Elastic Container Registry

[Option+S] >J AN @) N. Virginia v

g CloudFormation @ VPC @ EC2 % RDS @& S3

N Lambda

voclabs/user2177624=Mark_Fischer @ 5617-0729-68

Code

Test Monitor Configuration Aliases Versions

Code source info

File Edit Find View Go Tools

Q B
= 5 e o 1
qé resize-image >
5 lambda_function.py 3
£ 4
=
L0 5
6
7
8
9

Window Test | >

lambda_function * Execution results *

import json

def lambda_handler(event, context):
# TODO implement
return {
'statusCode’': 200,
'body': json.dumps('Hello from Lambda!")

Upload from W ’

KA
(4]

1:1 Python Spaces: 4 'Q'

Code properties

Feedback Looking for language selection? Find it in the new Unified Settings [/}

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie prefere
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AWS Lambda

Layers

e Can make the code editor fill
the browser window

é

aws

p—

B Learner Lab X N resize-image - Lambda X <+

C' @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image?tab=code S sy [

=8 Services Q Search [Option+S] @ Q @ N. Virginia v voclabs/user2177624=Mark_Fischer @ 5617-0729-68

@ Elastic Container Service @ Elastic Container Registry E® CloudFormation <@ VPC ﬁ Ec2 ® RrRDS & s3 W Lambda

Feedback

Code Test Monitor Configuration Aliases Versions
Code source info ‘ Upload from ¥
File Edit Find View Go Tools Window Test | v n e
Q B lambda_function * Execution results <
= v e . 1 fimport json
S resize-image o :
S .
& lambda_function.py 3 def lambda_handler(event, context):
E 4 # TODO implement
LU 5 return {
6 'statusCode': 200,
7 'body': json.dumps('Hello from Lambda!"')
8 }
9

1:1 Python Spaces: 4 'Q‘

Code properties

Looking for language selection? Find it in the new Unified Settings [/} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie prefere
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AWS Lambda

Layers

e Can make the code editor fill
the browser window

00 aws

Learner Lab X N resize-image - Lambda X A
< (& @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image?fullscreen=true&tab=code G M st [
aws sss Services Q Search

@ Elastic Container Service @ Elastic Container Registry

[Option+S] ’ JAN @) N. Virginia ¥

voclabs/user2177624=Mark_Fischer @ 5617-0729-

g CloudFormation @ VvPC @ EC2 % RDS & s3 W Lambda

File Edit Find View Go Tools Window Test | v
Q 1= lambda_function * Execution results <
5 v | resize-image o 2 ; import json
S :
5 lambda_function.py 3 def lambda_handler(event, context):
E 4 # TODO implement
L 5 return {
6 'statusCode’': 200,
7 'body': json.dumps('Hello from Lambda!")
8 }
9
9:1 Python Spac
Feedback

Looking for language selection? Find it in the new Unified Settings [/}

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie pref



aWSj . Services ‘ Q cloudwatch X | @ Q @ N. Virginia v voclabs/user2177624

@ Elastic Container Service  [@l Elastic Container Registry &3 CloudFormation @ vPC @ EC2 @ RDS & s3 [N Lambda

AWS Lambd a ~ Fie Edt Find View Go Tools Window  [ME iNES

Q B lambda_function *
| | |
Image Resizing in the Cl¢: -~ =eme o 3 oo
= 2 1import os
5 lambda_function.py 3  import mimetypes
= 4 from PIL import Image
L 5
6 resize_bucket = "fischerm-csc346-resize-bucket"
. 7 s3_client = boto3.client("s3")
 Where are our files? g
10 def resize_image(image_path, resized_path, size):
11 with Image.open(image_path) as image:
. 12 image.thumbnail((size, size))
e The Lambda runtime 13 S
14 print(f"Resized {image_path} to {size}px")

has access to some >

17 def lambda_handler(event, context):

tem porary Iocal 18 records = event.get("Records", [])

19

Storage 20 for r in records:
21 bucket = r["s3"]["bucket"]["name"
22 key = r["s3"]["object"]["key"]
23
24 filename = os.path.basename(key)

® W d 't g t th 25 basename, extension = os.path.splitext(filename)
e nee O e e 26 download_path = f"/tmp/{filename}"
f'I -t . f -th 27 print(f"Downloading {key} from {bucket} to {download_path}")
I e O reSIZe rOm e 28 s3_client.download_file(bucket, key, download_path)

29

event When a neW 30 upload_path = f"/tmp/resized-{filename}"
31 sizes = [1000, 200]

b' -t " dd d -t -th 32 for s in sizes:

O JeC IS a e O e 33 resize_image(download_path, upload_path, s)
34 upload_key = f"{basename}-{s}{extension}"

bUCket 35 content_type, encoding = mimetypes.guess_type(upload_key)
36 extra_args = {"ContentType": content_type, "ACL": "public-read"}
37 s3_client.upload_file(
38 upload_path, resize_bucket, upload_key, ExtraArgs=extra_args
39 )
40 print(f"Uploaded {upload_key} to {resize_bucket}")

50 41




aWSj . Services ‘ Q cloudwatch X | @ Q @ N. Virginia v voclabs/user2177624

@ Elastic Container Service  [@l Elastic Container Registry &3 CloudFormation @ vPC @ EC2 @ RDS & s3 [N Lambda

AWS Lambd a ~ Fle Edt Find View Go Tools Window (BRI -

Q B lambda_function %

Image Resizing in the Cloud: =« o} o oo
import os

S > | lambda_function.py 3  import mimetypes

'E 4 from PIL import Image

LL] S5

6 resize_bucket = "fischerm-csc346-resize-bucket"
. 7 s3_client = boto3.client("s3")

 Function needs to be g

10 def resize_image(image_path, resized_path, size):

Deployed befOre 11 with Image.open(image_path) as image:

12 image.thumbnail((size, size))

. 13 image.save(resized_path)
testing. 14 :

print(f"Resized {image_path} to {size}px")

15

16

17 def lambda_handler(event, context):

18 records = event.get("Records", [])

19

20 for r in records:

21 bucket = r["s3"]["bucket"]["name"

22 key = r["s3"]["object"]["key"]

23

24 filename = os.path.basename(key)

25 basename, extension = os.path.splitext(filename)

26 download_path = f"/tmp/{filename}"

27 print(f"Downloading {key} from {bucket} to {download_path}")
28 s3_client.download_file(bucket, key, download_path)

29

30 upload_path = f"/tmp/resized-{filename}"

31 sizes = [1000, 200]

32 for s in sizes:

33 resize_image(download_path, upload_path, s)

34 upload_key = f"{basename}-{s}{extension}"

35 content_type, encoding = mimetypes.guess_type(upload_key)
36 extra_args = {"ContentType": content_type, "ACL": "public-read"}
37 s3_client.upload_file(

38 upload_path, resize_bucket, upload_key, ExtraArgs=extra_args
39 )

40 print(f"Uploaded {upload_key} to {resize_bucket}")

41
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AWS Lambda

Image Resizing in the Clc

 Once deployed, we
can Test

aWSj . Services ‘ Q cloudwatch X | @ Q @ N. Virginia v voclabs/user2177624

@ Elastic Container Service  [@l Elastic Container Registry &3 CloudFormation @ vPC @ EC2 @ RDS & s3 [N Lambda

o File Edit Find View Go Tools Window

Q B lambda_function *
= v resize-image o X 1 import boto3
= 2 1import os
(S lambda_function.py 3  import mimetypes
E 4 from PIL import Image
L 5
© resize_bucket = "fischerm-csc346-resize-bucket"”
7 s3_client = boto3.client("s3")
8
9
10 def resize_image(image_path, resized_path, size):
11 with Image.open(image_path) as image:
12 image.thumbnail((size, size))
13 image.save(resized_path)
14 print(f"Resized {image_path} to {size}px")
15
16
17 def lambda_handler(event, context):
18 records = event.get("Records", [])
19
20 for r in records:
21 bucket = r["s3"]["bucket"]["name"
22 key = r["s3"]["object"]["key"]
23
24 filename = os.path.basename(key)
25 basename, extension = os.path.splitext(filename)
26 download_path = f"/tmp/{filename}"
27 print(f"Downloading {key} from {bucket} to {download_path}")
28 s3_client.download_file(bucket, key, download_path)
29
30 upload_path = f"/tmp/resized-{filename}"
31 sizes = [1000, 200]
32 for s in sizes:
33 resize_image(download_path, upload_path, s)
34 upload_key = f"{basename}-{s}{extension}"
35 content_type, encoding = mimetypes.guess_type(upload_key)
36 extra_args = {"ContentType": content_type, "ACL": "public-read"}
37 s3_client.upload_file(
38 upload_path, resize_bucket, upload_key, ExtraArgs=extra_args
39 )
40 print(f"Uploaded {upload_key} to {resize_bucket}")
41
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AWS Lambda

Image Resizing in the Cloud
 The first time we hit Test, we’re

prompted to define a Test Event
e |ambda is Event Driven

e Our function currently doesn’t
use the event at all, so the
default “hello-world” event is
fine

e GGive it an Event name

e Scroll down and Save

O ® Learner Lab X BN resize-image - Lambda X +

=

< C @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image?fullscreen=true&tab=code O}

Configure test event X

A test event is a JSON object that mocks the structure of requests emitted by AWS services to invoke a Lambda function.
Use it to see the function’s invocation result.

To invoke your function without saving an event, configure the JSON event, then choose Test.

Test event action

O Create new event

Event name

test

baraclers consisting of letters, numbers, dots, hyphens and underscores.

Event sharing settings
O Private

This event is only available in the Lambda console and to the event creator. You can configure a total of 10. Learn more [4

Shareable

This event is available to IAM users within the same account who have permissions to access and use shareable events. Learn more (4

Template - optional

hello-world v

Event JSON Format JSON
1-{
2 "keyl": "valuel”,
3 "key2": "value2",
4 "key3": "value3"
S [}



O O &8 [ earner Lab X BN resize-image - Lambda X +

< & @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image?fullscreen=true&tab=code

@ Elastic Container Service @ Elastic Container Registry & CloudFormation @ vPC @ EC2 © RDS & S3 [NV Lambda

|| || | :
Image ReSIZIng In the C ~ File Edit Find View Go Tools Window USRS | Deploy

Q B lambda_function. % Execution result: <
= == S v Execution results Status: Failed | Max memory
qE) e o Test Event Name
\" m
" " c lambda_function.py

O test

* [ry testing again :
C
U Response

{

"errorMessage": "2022-11-04T03:30:42.791Z d1f34153-8462-4956-bb40-74458cd40aad® Task timed out after

e Error! }

Function Logs
START RequestId: d1f34153-8462-4956-bb40-74458cd4@aa® Version: $LATEST
2022-11-04T03:30:42.7917Z d1f34153-8462-4956-bb40-74458cd40@aa@® Task timed out after 3.05 seconds

¢ TaSk timed OUt after 3 END RequestId: d1f34153-8462-4956-bb40-74458cd40aa@

SeCOndS? REPORT RequestlId: d1f34153-8462-4956-bb40-74458cd4@aa® Duration: 3047.66 ms Billed Duration: 3000

Request ID
d1f34153-8462-4956-bb40-74458cd40aad

« |Lambda functions can
last up to 15 minutes,
but default to 3
seconds.
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AWS Lambda

Image Resizing in the Cloud

« Memory size Is also tied to
CPU allocation. Let’s raise the
memory limit ti 1024, that
gives us more CPU and our
function will run faster

 Change the Timeout to 1
minute.

e Save

00

é

aws

!

&8 |earner Lab X 5_1 Edit basic settings (resize-ima X -+

& @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image/edit/basic-settings?tab=configure

a Elastic Container Service a Elastic Container Registry B> CloudFormation ¢ VPC a EC2 % RDS & S3

Edit basic settings

Basic settings info

Description - optional

Memory Info
Your function is allocated CPU proportional to the memory configured.

1024 MB

Set memory to between 128 MB and 10240 MB

Ephemeral storage Info
You can configure up to 10 GB of ephemeral storage (/tmp) for your function. View pricing 4

512 MB

Set ephemeral storage (/tmp) to between 512 MB and 10240 MB.

Timeout

1 min O sec

Execution role
Choose a role that defines the permissions of your function. To create a custom role, go to the IAM console.

O Use an existing role

() Create a new role from AWS policy templates

Existing role

sss Services ‘ Q Search [Option+S] | >J JAN @) N. Virginia v voclabs/use

N Lambda

Choose an existing role that you've created to be used with this Lambda function. The role must have permission to upload logs to Amazon

CloudWatch Logs.

LabRole v

View the LabRole role on the IAM console.

C
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AWS Lambda

Image Resizing in the Clc

e (Go back to the code view ar

let’s try our test again

aWSj . Services ‘ Q cloudwatch X | @ Q @ N. Virginia v voclabs/user2177624

@ Elastic Container Service  [@l Elastic Container Registry &3 CloudFormation @ vPC @ EC2 @ RDS & s3 [N Lambda

~ File Edit Find View Go Tools Window Test |~

Q o lambda_function *

E v resize-image L~ 1 ?mport boto3

= 2 1import os

S lambda_function.py 3  import mimetypes

'E 4 from PIL import Image

LUl 5
©6 resize_bucket = "fischerm-csc346-resize-bucket”
7 s3_client = boto3.client("s3")
8
9

10 def resize_image(image_path, resized_path, size):

11 with Image.open(image_path) as image:

12 image.thumbnail((size, size))

13 image.save(resized_path)

14 print(f"Resized {image_path} to {size}px")

15

16

17 def lambda_handler(event, context):

18 records = event.get("Records", [])

19

20 for r in records:

21 bucket = r["s3"]["bucket"]["name"

22 key = r["s3"]["object"]["key"]

23

24 filename = os.path.basename(key)

25 basename, extension = os.path.splitext(filename)

26 download_path = f"/tmp/{filename}"

27 print(f"Downloading {key} from {bucket} to {download_path}")
28 s3_client.download_file(bucket, key, download_path)

29

30 upload_path = f"/tmp/resized-{filename}"

31 sizes = [1000, 200]

32 for s in sizes:

33 resize_image(download_path, upload_path, s)

34 upload_key = f"{basename}-{s}{extension}"

35 content_type, encoding = mimetypes.guess_type(upload_key)
36 extra_args = {"ContentType": content_type, "ACL": "public-read"}
37 s3_client.upload_file(

38 upload_path, resize_bucket, upload_key, ExtraArgs=extra_args
39 )

40 print(f"Uploaded {upload_key} to {resize_bucket}")

41
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AWS Lambda

Image Resizing in the Cloud

* No errors!
* \We see our resize message.

* We have to copy our resized
Image somewhere

e |et’s put it into an S3 bucket!

» Recommended to use different
buckets for input and output to
protect against recursive
triggering of your function

O O Learner Lab X Eu resize-image - Lambda X -+

< & @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/resize-image?tab=code

aWS., sss Services Q  Search [Option+S] ) JAN @) N. Virginia ¥ voclabs/use

E Elastic Container Service m Elastic Container Registry B CloudFormation @ VPC E EC2 ® RDS & s3 m Lambda

Code source info

File Edit Find View Go Tools Window iﬂ’;ﬁ“ﬁl

> lambda_function.py

Environment O

v resize-image o 3

= lambda_function. % Execution result: *

v Execution results Status: Succeeded | Max memc

Test Event Name
test

Response
null

Function Logs

p¥odb@e6 Version: $LATEST

AN Do A . ./ Q0L _ANA0 alhaAd _AD _-o._..
REPORT RequestId: 1f72c645-89e6-449f-aba4-4026b96db@e6 Duration: 4448.69 ms Billed

Request ID
1f72c645-89e6-449f -aba4-4026b96dbdeb

Code properties



AWS Lambda S3 Demo
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AWS Lambda

Upload Images

 How do we get our Chat client app to upload an image to our S3 bucket?

« AWS API calls!

« AWS S3 API provides a way to craft a ‘'signed’ URL which we can use as the
basis for a PUT or POST HTTP call to upload data directly to a bucket
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AWS Lambda

Upload Images

Using the boto3 SDK we can
create an s3 client object

and use the
generate presigned url

method

Get the bucket name from an
Environment Variable

O

Environment

File

Edit Find View Go

upload_url o 3

lambda_function.py

Tools

=

Ooco~NOOTUVT S WN B

lambda_ function < Execution results %

import json

import os

import uuid

import logging

import boto3

import mimetypes

from botocore.config import Config

from botocore.exceptions import ClientError

logging.basicConfig(
level=logging.INFO, format="%(asctime)s %(levelname)s (%

)
logger = logging.getlLogger(__name__)

conf = Config(region_name="us-east-1")
s3 = boto3.client("s3", config=conf)

s3_bucket_name = os.environ.get("S3_BUCKET_NAME")
prefix = "input/"

def create_presigned_url(bucket_name, object_name, content_t
logger.info(
f"Generating signed upload URL for {object_name} to
)
CIEYS
response = s3.generate_presigned_url(
"put_object",
Params={
"Bucket": bucket_name,
"Key": object_name,
"ACL": "public-read",
"ContentType": content_type,
}
ExpiresIn=expiration,
)
except ClientError as e:
logging.error(e)
return None
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Environment Variables

@ Elastic Container Service

Just like almost every other
code execution method,
Lambda provides a way to
define Environment Variables

E\] Lambda | us-east-1

x |+

C O E] https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/fischerm-csc346-Genera

sss Services ‘ Q Search

B> CloudFormation

@ Cloudwatch @ EC2

+ Add trigger

[Option+S] ’ G 4 @ &

& Amazon EventBridge

&g Systems Manager

Related functions:

N. Virginia v

& Support

Select a function

g Layers (1)

+ Add destination

fdn-SysAdmin/fis

[ CodeBuild

Description

Last modified

2 minutes ago

Function ARN

arn:aws:lambda:us-
tion:fischerm-csc346-Ge
SIFedeu

Application

fischerm-csc346

Function URL Info

Code Test

General configuration

Triggers

Permissions

Destinations

Function URL

Environment variables

Monitor Configuration Aliases

Environment variables (2)

The environment variables below are encrypted at rest with the default Lambda service key.

Versions

Q. Find environment variables

Key

S3_DOWNLOAD_BUCKET_NAME

S3_UPLOAD_BUCKET_NAME

fischerm-csc346-download

fischerm-csc346-upload




Code Test Monitor Configuration Aliases Versions

AWS Lambda

EnVi yon ment Va riables ~ File Edit Find View Go Tools Window Test |«

B generateurl.py X Environment Vari <

O

LMport 0>
import uuid
import logging
import boto3

3
» These are accessible from your 5 inport
code using standard language | e e
functions for accessing 10
envirOnment Variables 21% ) level=logging.INFO, format="%(asctime)s %(levelname)s (%(l1i

13 logger = logging.getlLogger(__name__)

v fischerm-csc346-Ge b ¥

generateurl.py

Environment

logging.basicConfig(

15 conf = Config(region_name="us-east-1")

° COde can be used in mu|t|p|e B o R (e @D
runtime environments without | "
having to know the specifics of

the ru ntlme 23 def create_presigned_url(bucket_name, object_name, content_type
24 logger.info(
25 f"Generating signed upload URL for {object_name} to buc
26 )
27 try:
28 response = s3.generate_presigned_url(
29 "put_object",
30 Params={
31 "Bucket": bucket_name,
32 "Key": object_name,
33 "ACL": "public-read",
34 "ContentType": content_type,
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AWS La m bd a ® © Learner Lab X BN upload_url - Lambda X g fischerm-csc346-uploac X ’ g fischerm-csc346-resize X ‘ CloudWatch Manageme
S C @ https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/upload_url?tab=configure @

U

Fu n Cti O n U R LS aWS7 . SE e Q  cloudwatch X | Q @ N. Virginia ¥ voclabs/user2177624=Mark_Fischer @ 5¢€

@ Elastic Container Service m Elastic Container Registry ~E® CloudFormation @ VPC EC2 % RDS & s3 m Lambda

Code Test Monitor Configuration Aliases Versions

 For simple use cases, Lambda
now provides a direct way to configuratin Function URL

iInvoke the function through a P
U R L HEL [ No Function URL is configured.

Destinations Create function URL

Function URL

* Basic functionality

Environment

« API| Gateway is a more robust —
and featured service for more

production projects

Monitoring and
operations tools

Concurrency

Asynchronous
invocation

Code signin
63 gning
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AWS La m bd a O O Learner Lab X upload_url - Lambda X W@ fischerm-csc346-uploac X ‘ W@ fischerm-csc346-resize X ‘ CloudWatch Manageme
S C @& https://us-east-1.console.aws.amazon.com/lambda/home?region=us-east-1#/functions/upload_url?tab=configure Q@ M

Function URLs = x® & ©

@ Elastic Container Service @ Elastic Container Registry E> CloudFormation <@ VPC @ Ec2 ©RDS & s3 W Lambda

sss Services ‘ Q cloudwatch

N. Virginia ¥ voclabs/user2177624=Mark_Fischer @ 5¢€

® Your changes have been saved.

For now we will not use any

n 't h 't . 't . Code Test Monitor Configuration Aliases Versions
General . :
configuration Function URL info Delete Edit

Potentially a security risk as this
would allow anyone to generate
upload URLs for our buckets
and upload files

Triggers

Parmiceion: @ Your function URL is public. Anyone with the URL can access your function.

Destinations
Function URL Auth type
https://xyjqaxawoc62j | NONE

Creation time Last modified

Function URL

11 seconds ago 11 seconds ago

b7x5kq7knauii0Odpxyo.lam

Environment

Acceptable riSk fOr nOW i)/daLl;-lurl.us-east—lon.aw

variables

CO u Id i m p | e m e nt yo u r Own b f\fl)oljorigin Expose headers Allow headers Allow methods
BaS|C AUth |n the Iam bda Monitoring and i
fu n Ct i O n i Max age Allow credentials
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Concurrency

Asynchronous
invocation

false




Function URLs

e Use our function URL In
Postman

« GET

 Pass the file name in
through query string
parameters

AWS Lambda

Bl B g & O

©

@ Home Workspaces v  Explore
GET Get Chats PUT Upload S3 Image

GET Generate Upload URL

Generate Upload URL

(Q Search Postman

@ @ Sign In
No Environment \

AV 000

GET v https://xyjgaxawoc62jb7x5kq7knauiiOdpxyo.lambda-url.us-east-1.on.aws/?filename=x-wing.jpg
Params e Authorization Headers (6) Body Pre-request Script Tests Settings Cookie:
Query Params

KEY VALUE DESCRIPTION ooo Bulk Edi
filename X-wing.jpg

Body Cookies Headers (6) Test Results

Pretty Raw Preview Visualize JSON v =)
1 @
2 “status ' 0K,
3

& Status: 200 OK Time: 604 ms Size: 1.28 KB Save Response Vv

m Q

"upload_url": "https://fischerm-csc346-upload-bucket.s3.amazonaws.com/input/x-wing-6e43db7e-05d1-4f5c-9bff-bc5908a194d0. jpg?

AWSAccessKeyId=ASTAYFSC5FB6C2YAPH7Q&Signature=BM4vxROINZ%2BIv7YbYbOMEDKk2UE8%3D&x—amz—ac l=public-read&

content-type=image%2Fjpeg&

x—amz-security-token=FwoGZXIvYXdzEDkaDM6K6tFzj8Ym27tzhSL%2FAWrGlZyHhojUwg3WxH1iDZ%2B LfvhWJIdNW4SwDa5bYGyt88EWKTQhUjx9Zk9pjc%s2Bt

%2B5XHRHWwg4SATwWRRwLV3alhSkW8cwT%2B5woknvBv12jFellyY7GQeBCsn1t802cc9td5GigSbMuxGnoQyelx1lgekPrz%2BfSXIVoqj99r6zEuhK5SmqDZviy45x

JIXEDRKYHGOH%2F04XZMpvj9p4bsaMlqcevikSvX%s2FOpVLE 12SZBq8qblg2ZYkhoxzUxVi2myy6%2FsYMNGTubkHXdhFEbjwmix42iFqZzB9kp%2BObtDRMiD30DV

A9SMws®%2FbT71YyaGoMFIQyDqCYmz2zJ5C54rCIyhS1JjSjohKGbBjIusDVfSseUDYHI%2BZbHO6CIUUKETDM%s2FOtTLA2irr6zZIpohkNQa8061B%2F281y7hKzg%

3D%3D&Expires=1667778013",

4 "full_url": "https://fischerm-csc346-resize-bucket.s3.amazonaws.com/x-wing-6e43db7e-05d1-4f5c-9bff-bc5908a194d0-1000. jpg",
5 "thumbnail_url": "https://fischerm-csc346-resize-bucket.s3.amazonaws.com/x-wing-6e43db7e-05d1-4f5c-9bff-bc5908a194d0-200. jpg"
6 [}

https://xyjgaxawoc623b7x5kg7knauiildpxyo.lambda-url.us-east-1l.on.aws/?filename=x-wing. jpg
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AWS Lambda

Function URLs

 Use the returned URL as the destination for a PUT HTTP request that passes a
file

O O
®@ O Home Workspaces v Explore (Q Search Postman & % Signin
]  GET Get Chats PUT Upload S3 Image ® GET Generate Upload URL + oo No Environment v ">
60 Upload S3 Image [@) Save v ooo 74 &
[=)
PUT v https://fischerm-c30346-upload-bucket.s3.amazonaws.com/input/x-wing-6be137b8-d6<:2-4018-9da6-6fe338ac623‘|.jpg? Send v &
) AWSAccessKeyld=ASIAYFSC5FB6FWUSI2WS&Signature=TSdLaB9v4w2bOKer6bLytTalvxU%3D&x-amz-acl=public-read&content-
type=image%2Fjpeg&x-amz-security- ,
Params e  Autho o met o o . . Cookies />
token=FwoGZXIvYXdzEDgaDPG2TInxCOMfT1hn%2FiL%2FASZu1SWcl0Z6uzGU2SGzEk3nV1Zomdrdy%2FuvZYXdS%2FS1vJzdIRVV41j0dal5x
s 93mLulktARTUCa5x6dk2J9nNIAW4pN%2BMfG73fsk%2FaYCx34fFwnkHK|f%2B8WApvliemXCrE97tISzMUURPD2BppHwWO0ZQiar5ngiciJB31XpB
none form- | 6cal%2BNpGkCpoxgD8VRCa58S5C5TNNABIJL % 2BFF 1btpcGPN1YeofSqUoShF % 2BbegOREFY SBEt3WGATWY T %2B1rdKIVDN49jnm8IYBrG6 ©
@ MMiaQZ%2BdeZ%2FCQSKIKvTRgQDSTPd6fCJXaE36YtQyOGVceGAjBIkXomHQEV2GPK%2FCnH5USoHV2mOICiu86CbBjluckOLUEKilVzZL6TM

X-wing.jpg X AUUIO51m06Q%2BodNLtsXIzTfq8eV7av29TfpqSvCPtuD7Knw%3D%3D&Expires=1667775205
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AWS Lambda

Function URLs

. . 14 - 1l
* |n Postman, select the image in the Body tab, and choose “binary
Upload S3 Image ) Save v ooo 4
PUT v https://fischerm-csc346-upload.s3.amazonaws.com/input/oldmain-9d9b68fe-a131-44a7-a7b9-16f9f1cde95c.jpg?AWSAccessKeyld=ASIATSUK7!
Params @ Authorization Headers (7) Body @ Pre-request Script Tests Settings Cookies
none form-data X-www-form-urlencoded raw @ binary GraphQL
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AWS Lambda

Function URLs

Since we uploaded the
image to the S3 bucket
configured as the trigger
for our resize function, the
Image should be resized
automatically

Our create upload URL
call also returns the URLs
of the resized objects

 We can view them directly

68

00 Home Workspaces v  Explore Q Search Postman & %  signin LT

B GET Get Chats PUT Upload S3 Image ® GET Generate Upload URL i oo No Environment N
oo Generate Upload URL v 9ee d
[=)
GET v https://xyjgaxawoc62jb7x5kq7knauiiOdpxyo.lambda-url.us-east-1.on.aws/?filename=x-wing.jpg Send v
()
Params e Authorization Headers (6) Body Pre-request Script Tests Settings Cookie:
Query Params
0 .
KEY VALUE DESCRIPTION oco  Bulk Edi
filename X-wing.jpg
Body Cookies Headers (6) Test Results @5 Status: 200 OK Time: 604 ms Size: 1.28 KB Save Response ™
Pretty Raw Preview Visualize JSON Vv =5 m Q
1 {
2 “Status:: 0K
3 "upload_url": "https://fischerm-csc346-upload-bucket.s3.amazonaws.com/input/x-wing-6e43db7e-05d1-4f5c-9bff-bc5908a194d0. jpg?
AWSAccessKeyId=ASTAYFSC5FB6C2YAPH7Q&Signature=BM4vxROINZ%2BIv7YbYbOMEDKk2UE8%3D&x—amz—ac l=public-read&
content-type=image%2Fjpeg&
x—amz-security-token=FwoGZXIvYXdzEDkaDM6K6tFzj8Ym27tzhSL%2FAWrG1lZyHhojUwg3WxHiDZ%2B L fvhWIdNW4SwDa5bYGyt88EWKTQhUjx9Zk9pj c%2Bt
%2B5XHRHWwg4SATwWRRwLV3alhSkW8cwT%2B5woknvBv12jFellyY7GQeBCsn1t802cc9td5GigSbMuxGnoQyelx1lgekPrz%2BfSXIVoqj99r6zEuhK5SmqDZviy45x
JXEDRKYHGOH%2F04XZMpvVvj9p4bs4MlqcevjkSvX%s2FOpVLE1zSZBq8qb1lg2ZYkhoxzUxVi2myy6%2FsYMnGTubkHXdhFEbjwmix421iFqZzB9kp%2BObtDRMiD30DV
A9SMws%2FbT71YyaGoMFIQyDqCYmz2zJ5C54rCIyhS1JjSjohKGbBjIusDVfSseUDYHI%2BZbH6C1UuUKETDmMS%2FOtTLA2irr6zZIpohkNQa8061iB%2F281y7hKzg%
3D%3D&EXpires=1667778013",
4 "full_url": "https://fischerm-csc346-resize-bucket.s3.amazonaws.com/x-wing-6e43db7e-05d1-4f5c-9bff-bc5908a194d0-1000. jpg",
5 "thumbnail_url": "https://fischerm-csc346-resize-bucket.s3.amazonaws.com/x-wing-6e43db7e-05d1-4f5c-9bff-bc5908a194d0-200. jpg"
6 [
ED Q Find and Replace Console ) Runner




 We can view them directly
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Function URLs

Since we uploaded the
image to the S3 bucket
configured as the trigger
for our resize function, the
Image should be resized
automatically

Our create upload URL
call also returns the URLs
of the resized objects

\.

o
00 Home Workspaces v  Explore (Q Search Postman & % Ssignin

[j GET Get Chats PUT Upload S3 Image ® GET Generate Upload URL GET https://fischerm-csc34 @ B 200 No Environment N
0 ! : : .
oo https://fischerm-csc346-resize-bucket.s3.amazonaws.com/x-wing-6e43db7e-05d1-4f5c-9bff-bc5908a194d0-1000.jpg &) Save v 4
[=)
GET v https://fischerm-csc346-resize-bucket.s3.amazonaws.com/x-wing-6e43db7e-05d1-4f5c-9bff-bc5908a194d0-1000.jpg Send v
=
Params Authorization Headers (5) Body Pre-request Script Tests Settings Cookie:
User-Agent @ PostmanRuntime/7.29.2
0
Accept @ X %
Accept-Encoding @ gzip, deflate, br
Body Cookies Headers (9) Test Results @2 Status: 200 OK Time: 1197 ms Size: 86.94 KB Save Response “

ED Q Find and Replace (J Console J Runner
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