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Abstract. In this paper, we discuss graph-theoretic approaches to software watermarking and fin-
gerprinting. Software watermarking is used to discourage intellectual property theft and software fin-
gerprinting is used to trace intellectual property copyright violations. We focus on two algorithms that
encode information in software through the use of graph structures. We then consider the different
attack models intended to disable the watermark while not affecting the correctness or performance
of the program. Finally, we present several classes of graphs that can be used for watermarking and
fingerprinting and analyze their properties (resiliency, data rate, performance, and stealthiness).

1 Introduction

Watermarking and fingerprinting [2,3] are popular techniques for protecting the intellectual property of
digital artifacts such as images, audio and video. A watermark is a copyright notice that is embedded
into the artifact that uniquely identifies its owner. A fingerprint is similar but identifies the customer who
purchased the copy. Watermarking an object discourages intellectual property theft, whereas fingerprinting
allows us to trace the copyright violator.

Several algorithms for watermarking software have recently been developed [4,7,13,18]. We focus on
two of these algorithms: one by Collberg and Thomborson [4] and the other by Venkatesan et al. [18]. Both
of these algorithms encode the watermark using graphs which are then embedded into the cover program.

In the remainder of this section we formally present the software watermarking and graph encoding
problems. In Section 2 we consider the algorithms of Collberg and Thomborson [4] and by Venkatesan et
al. [18] in detail. In Section 3 we present models of how an adversary can attack a program to destroy
the watermark (Section 3), and present classes of graphs suitable for encoding watermarks (Section 4).
In Section 5 we evaluate the performance of the new encoding scheme that uses reducible permutation
graphs. In Section 6 we summarize our results and consider future work.

1.1 Software Watermarking and Fingerprinting

While watermarking and fingerprinting have different uses, they both rely on encoding a number inside a
program. For convenience, in the rest of this paper we refer to both processes as watermarking. Similarly,
we assume that the watermark is an integer W. A software watermarking system can be formally described
by the following three functions:

E(P,W,k) — P, R(Py, k) = W A(P) — P

The embedder £ embeds the watermark W into the (cover) program P using the secret key k, yielding
a watermarked program P,,. The recognizer R extracts W from P, also using k as the key. The attack
function A models the types of attacks that an adversary may launch against a watermarked program
in order to foil recognition. For example, a common attack model includes semantics-preserving transfor-
mations such as code optimization and binary translation. Attacks can also be non-semantics-preserving,
allowing the attacker to alter the meaning of the program.

A good watermarking system must have the following properties:
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Fig. 1. The GTW algorithm. Dashed control-flow edges connect the watermark graph G with the cover control-flow
graph P The watermark nodes of P, are marked to distinguish them from the nodes of P.

high resiliency: Most importantly, a watermarking system must be resilient against a reasonable set of
de-watermarking attacks. In this context, resiliency refers to the ability to recognize a watermark even
after the watermarked program has been subjected to an attack, i.e., R(A(E(P, W, k)), k) — W;

high data rate: The ratio of the number of bits encoded by the watermark W to the total size of the
watermark should be high;

high stealth: To prevent an adversary from easily locating the watermark, P and P,, should have similar
statistical properties;

high performance: The watermarking should not adversely affect the size and execution time of P,,.

Note that any software watermarking technique will exhibit a trade-off between resilience, data rate,
performance, and stealth. For example, the resilience of a watermark can easily be increased by exploiting
redundancy (i.e., including the mark several times in the cover program), but this will lead to reduced data
rate. Similarly, a watermark such as "'static int watermark=314" has high performance but low stealth.

1.2 Graph Encodings

In this paper we focus on two software watermarking algorithms that encode watermarks as graph struc-
tures. In general, such encodings make use of an encoding function e that converts the watermark W into
a graph G, e(W) — @G, and also of a decoding function d that converts a graph into an integer, d(G) — W.
We call the pair (e,d) a graph codec. From a graph-theoretic point of view, we are looking for a class of
graphs G and a corresponding codec (e, d)g with the following properties:

appropriate graph types: Graphsin G should be directed multigraphs with an ordering on the outgoing
edges. Furthermore, graphs in G should have low max out-degree, to match graphs from real programs;

high resiliency: The decoder function d(G) should be insensitive to small perturbations of G (the result
of adversarial attacks against the watermarked program) such as insertions or deletions of a constant
number of nodes and/or edges. Formally: G € G,d(G) - W,G' =~ G = d(G') — W,

small size: The size |P,| — | P| of the embedded watermark should be small;

efficient codecs: (e, d)g should be polynomial time efficient.

2 Graph-Based Watermarking Algorithms

Software watermarking algorithms fall in two broad categories, static and dynamic. A static algorithm
recognizes the watermark by examining the (source or compiled) code of the watermarked program. A
dynamic algorithm recognizes the watermark by examining the state of the program after it has been
executed with a special finite input sequence 41,13, ...,%,. Thus, for a dynamic algorithm the recognizer
will have the signature R(P,, [i1,d2,--.,in])) — W, where P [I] is the state of program P after input I.

2.1 The GTW Algorithm

Static watermarking algorithms typically embed the watermark: by permuting segments of code, such as
statements, basic blocks, or arms of switch-statements [7], or by altering instruction frequencies [15], or by
inserting a code segment which has no semantic effect. The Graph-Theoretic Watermark (GTW) algorithm
of Venkatesan et al [18] falls in the last category. The basic embedding technique is as follows:
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Fig. 2. The Collberg-Thomborson watermarking algorithm.

encode the integer watermark value W as a control-flow graph (CFG) G «— e(W),
construct the watermarked program P, by combining G and the program CFG P,
connect G and P by adding bogus control-flow edges,

mark the nodes (the basic blocks) of G.

Ll e

This process is illustrated in Figure 1. In order for the watermark to be stealthy G and P should be tightly
integrated. In [18], integration is achieved by performing a random walk over the nodes of G and P and
adding edges until P, is uniformly dense. The watermark is extracted from P,, as follows:

1. make the nodes of the watermark graph G be the set of marked blocks from P,
2. make the edges of G be the set of control-flow edges between marked blocks in P,
3. compute the watermark using the decoder d(G).

Once again, in order for the watermark to be stealthy, the watermark graph G should look as much
like “real” control-flow graphs as possible. Thus, the following properties must hold:

— G should be reducible [1]. Reducible graphs are constructed from structured programs, using only
properly nested statements such as if-then-else, while-do, repeat-until, etc. Well-structured CFGs can
be approximated by series-parallel graphs [10].

— (@ should have low maximum out-degree. In real code, basic blocks have out-degree 1 or 2. Only switch-
statements construct CFGs with out-degree greater than 2, and these are unusual in most programs.

— G should be “skinny”. In typical functions, control structures (loops and conditionals) are nested only
a few levels deep. Hence, the width of G should be a small constant.

2.2 The CT Algorithm

The algorithm of Collberg and Thomborson [4] (henceforth, C'T) embeds the watermark in a dynamically
built, linked, graph structure. The rationale for this design is that graph-building code is difficult for an
adversary to analyze, due to aliasing effects [8]. (The aliasing problem determines whether two pointers
may/must refer to the same memory location. In the general case this is known to be undecidable [14].)
The algorithm is illustrated in Figure 2:

1. At @ the watermark number is encoded into a graph G.

2. At ® G is split into a number of subgraphs.

3. At © each subgraph is converted into a code sequence that builds the graph. P, is constructed by
inserting the graph-building statements along a special execution path (p1,pa, ps, pa) of the program.



4. At D), the recognition sequence is started by executing P,, with a special input sequence i1, 4o, ..., i,.
This causes the program to follow the execution path (p1, p2, ps, p4) and the watermark graph G to be
built on the heap. (A heap, in this context, is the memory in a running program where dynamically
allocated objects are allocated.)

5. At ®, G is extracted from the heap and decoded into W.

In order for the watermark to be stealthy, the CT algorithm requires that the watermark graph G look
like a “real” dynamic data structure. Thus, the following properties must hold:

— @ should have a low maximum out-degree, typically 2 or 3. Most linked data structures used in real
programs are linked lists, binary trees, and sparse graphs, which all have low constant out-degree.

— @ should be have a unique root node from which every other node is reachable. Data-structures in real
programs are usually passed around using such root nodes.

3 Models of Attack

A successful attack against P, prevents the recognizer from extracting the watermark while not seriously
harming the performance or correctness of the program. It is generally assumed that an attacker has
access to the algorithms used by the embedder and recognizer. Only the watermark key is kept hidden.
We distinguish between semantics-preserving and non-semantics-preserving attacks. A semantics-preserv-
ing attack is typically automatic and consists of running a set of semantics-preserving transformations
over P,. The transformations may reorganize the code, optimize the code, insert bogus code, remove
or add abstractions, etc. in order to confuse the watermark recognizer [5,6]. The advantage of this type
of attack is that the attacker does not need to know where in P, the watermark is hidden. Rather, he
can repeatedly apply semantics-preserving transformations uniformly over P, until the code is sufficiently
convoluted to confuse the recognizer.? A non-semantics-preserving attack requires the attacker to “guess”
the approximate location of the watermark code. This can either be done through manual examination or
through statistical analysis. The attacker will then proceed to carefully make minor “tweaks” to the code
in an attempt to disable the watermark while not disrupting the normal execution of the program. In the
remainder of this section we discuss attacks against graph-based software watermarking algorithms.

3.1 Edge-Flip Attacks

An edge-flip attack reorders the outgoing edges of each node in the graph. In the GTW algorithm this
amounts to transforming "if (p) T else E'into "if (Ip) E else T In the CT algorithm this attack
amounts to reordering the fields within the graph node structure and making appropriate modifications to
any code that references the structure. For both algorithms these are simple semantics-preserving attacks
that have little or no performance overhead.

3.2 Edge-Addition/Deletion Attacks

In the GTW algorithm a graph edge corresponds to a possible control-flow in the program. Adding an
edge is accomplished using opaque predicates. For example, to add an edge between basic blocks By and
By an attacker can add a bogus jump from Bi: [if (PF) goto Bsy'. P is an opaque false predicate, a
boolean expression that always evaluates to false but which is difficult for an adversary to evaluate. This
is a simple attack with low performance overhead, assuming the opaque predicate is cheap [6].

In the CT algorithm a graph edge is a link between two heap objects. Adding an extra edge requires
the attacker to extend each graph node with a bogus pointer field and adding code to link nodes together
on this field. This can be an extremely dangerous operation since it may affect which nodes get garbage
collected and hence may introduce a memory leak into the program.

For both algorithms edge-deletions are dangerous operations for the attacker. In the GTW algorithm it
would require the attacker to remove a branch from the program. In the CT algorithm a link would have
to be removed from a data-structure.

3 We assume that it is possible for the attacker to study the recognition algorithm to determine the kinds of
semantics-preserving transformations that may be effective against a particular watermarking system.



3.3 Node-Addition/Deletion Attacks

Adding a node in the GTW algorithm can be easily accomplished using opaque predicates. It is simply a
matter of inserting the code if (P¥) B into the code, where B is a bogus basic block. Node additions are
also easy in the CT algorithm, and similar to adding edges. Node deletions are difficult for both algorithms
since they require a deep understanding of the semantics of the underlying program.

3.4 The Attack Model

Based on these observations, we can formulate a model for attacks against graph-based software water-
marks. From what we have seen, not all attacks will be effective against all watermarking systems.

Graphs are multi-graphs represented as a pair (root, edges) where edges is list of triples from Link to,
where link is the number (label) of the outgoing edge. For every node a we require that there be no
outgoing edges with the same link number.

For example, the graph G on the left would be represented by the tuple on the right:

An attack against a watermark graph G is modeled by transferring G over a lossy communications channel
C. The severity of the attack is modeled by the lossy properties of C. A edge-flip attack only affecting a’s
outgoing edges would look like this:

(a,(aib,aic,bid7ci>d,d3>a>) :C>(a,(aib,ai>c,bi>d7ci>d,d3>a>)

Given a definition of a lossy channel C our goal is to construct a class of graphs G that can be transfered
across C unscathed. We call such graphs error-correcting graphs. For example, in the next section we will
present reducible permutation graphs which are resilient to edge-flip attacks.

Other types of error-correcting graph models can be considered. For example, it would seem natural to
use an adjacency matrix representation of the graph, encode this as a bitstring, and use error-correcting
codes [17] to protect it as it is being transfered across the lossy channel. However, for the purposes of
software watermarking this model is not as good as the lossy channel model. For example, both the GTW
and CT algorithms use graphs that are inherently linked structures. GTW’s control-flow graph is implicit
in the control-flow of the program and cannot be represented any other way. The CT algorithm gets its
strength from the fact that it is a linked data-structure which is known to be computationally difficult to
analyze. An adjacency matrix representation would not have this property.

4 Graph Encodings

Any enumerable class of graphs G may be used for software watermarking, giving us the freedom to choose
a class with particularly desirable properties. To obtain a watermark with efficient encoding and decoding
functions, we require the enumeration to be polynomial-time efficient. Stealthy watermarks are chosen from
a class of graphs, all of whose members resemble a naturally-arising population of graphs. Watermarks
with high data rate are chosen with a uniform probability distribution from a very large class of graphs,
each member of which can be embedded with a relatively small amount of overhead in space.

To lower-bound the data rate of a watermarking scheme, we assume that each graph ¢ in G is chosen as
a watermark with equal likelihood, and that the extra space required to embed any such g as a watermark
in our target program is no more than s bytes. The data rate of this watermarking scheme is then lower-
bounded by lg |G|/s, and we call this a “high data rate” if it is at least one bit of watermarking information
per word of overhead space.

We have been particularly interested in G that resemble either the linked-list data structures or the
trees that are built dynamically by many “naturally occurring” programs.
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Fig. 3. Graph encodings.

4.1 Parent-Pointer Trees

The parent-pointer data structure is the most space-efficient representation of a tree using nodes with
pointer fields. Each node in the data structure has just one pointer field referencing its parent. We may
take our class of watermarking graphs to be Gy, the set of all parent-pointer graphs on n nodes, for some
suitable constant n; see Fig. 3(d). This class is stealthy, for structures with a single pointer field arise often
in programs that would be watermarked. If we take n = 655 nodes, then |G,,| ~ 2192* by the enumeration
described in Knuth Vol. 1 [11]. Since one word of storage is required for each pointer in our watermark,
the data rate is high: 1024/655 = 1.56 bits per word. Highly efficient codecs can be obtained by ordering
the operations in the enumeration. For example we may assign index 1 to the path of length n — 1, and
we may enumerate all other parent-pointer trees whose roots have indegree one before any tree whose root
has indegree larger than one. The highest index may be assigned to the star graph.

Regrettably the parent-pointer data structure has essentially no error-correcting properties. An adver-
sary who adds a single node or an edge to a parent-pointer graph g may radically change the watermark
value d(g) it represents.

4.2 Planted Planar Cubic Trees

Stronger error-correcting properties can be obtained by restricting the class of trees, for an adversary’s
modifications may result in a watermark that is outside our class, and our decoder may have a reasonably-
efficient algorithm for correcting the “error” introduced by the adversary.

For example, we may choose our watermark from the class Gppcr of planted planar cubic trees; see
Fig. 3(e). The enumeration of these trees is especially straightforward and efficient, for they follow a Catalan
recurrence [9]. This class has moderate data rate, approximately 0.5 bits per word. The class Cppcor is very
stealthy, for it may be represented by the commonly-encountered binary tree data structure, although it
has two quirks. Each non-leaf node has exactly two children, except for a root node that has outdegree one.
The underlying undirected graph is thus cubic (uniform degree 3) except at its leaves and its root. Such
data structures are used in any program involving binary search trees, and superficially similar structures
arise in any program that has a datatype with exactly two pointer fields.

When we represent a PPCT in a data structure, we might distinguish leaf nodes from non-leaf nodes by
using null pointers in their “Ichild” and “rchild” fields. However, with this representation, node-addition



attacks will be potent (so long as the adversary knows enough not to create nodes with out-degree 1).
Edge-addition attacks are also potent, for the decoder will be faced with a combinatorial explosion when
trying to decide “which one of the three outgoing edges from a node is bogus?”.

The error-correcting properties of PPCTs can be greatly improved, at a modest cost in stealthiness, by
using an alternative distinction between leaf and non-leaf nodes. Leaf nodes should have a self-reference
in their “rchild” field; non-leaf nodes never refer to themselves. The “Ichild” fields of leaf nodes should
form a singly-linked list of all the leaf nodes in reverse depth-first search order. The root node of a PPCT
should be Ichild-linked from the first leaf of the tree, and it should Ichild-point to the last leaf of the tree;
see Fig. 3(e). We have thus constructed a biconnected digraph as a supergraph of our (child-directed)
binary tree, by drawing a directed outercycle linking the root and all the leaves on a planar map of the
tree. Including an outercycle in the PPCT representation increases their error-correcting properties. In
particular, PPCTs can detect and correct one occurrence of node deletion or insertion. It is also possible
to repair edge-flips but we leave the details out of this extended abstract.

Multiple edge- and node-deletions are more problematic, for these may disconnect the PPCT. The
PPCT may be disconnected into k fragments by O(k) deletions, and we suspect that time exponential in
k may be required for the decoder to examine all “legal” reassemblies into PPCTs.

4.3 List-type Graphs

Radix-list watermark graphs G,. of order n have the following structure: they are a singly-linked circular list
of n nodes, in which each node has an additional pointer field that may point either to NULL or to any other
node in the list; see Fig. 3(b). Thus |G,| = n"*!, and the data rate is very close to (Ign)/2. When n = 255,
these graphs have a data rate of 4 hidden bits per word of overhead [4]. They are reasonably stealthy, for
some programs employ circular lists of nodes that contain a single additional pointer, and many programs
use nodes that have two pointers. However these graphs have poor error-correcting properties, for they
have very little redundancy other than the n-cycle. Node- and edge-addition attacks on such graphs will
force our decoder to enumerate all Hamiltonian subgraphs, in order to construct all possible watermark
graphs that could have existed prior to the attacks.

We can add redundancy to a radix-list watermark graphs by restricting these to indegree two and
outdegree two. The first outgoing arc on each node defines a Hamiltonian cycle. The second arc defines a
permutation on the nodes. We have |G,| = n! for this class of “permutation watermark graphs”, and its
data rate is (Ign)/2 — O(1); see Fig. 3(a). Efficient codecs may be built from textbook enumerations of
permutations, e.g. [16].

Permutation watermark graphs also have modest error-correcting properties, for the decoder will gain
clues about bogus arcs and nodes by noting where in- and out-degrees differ from the required value 2.

4.4 Reducible Permutations

We now introduce a class of list-like watermark graphs with excellent error-correcting properties. Our
reducible permutation graphs (RPG) are reducible flow graphs with Hamiltonian paths consisting of four
pieces; see Fig. 3(c):

— header node: This is the only node in the graph with in-degree zero. It has out-degree one, and every
other node in the graph is reachable from it. Any flow graph must have such a node.

— preamble: These nodes immediately follow the header node and have no forward edges, except those
edges used in the graph’s Hamiltonian path. Because of that, edges can be inserted from anywhere in
the body to anywhere in this section without making the flow graph irreducible.

— body: Edges between these nodes encode a self-inverting permutation. The body starts with the first
node along the Hamiltonian path with a forward edge that is not part of that Hamiltonian path. In
many cases, the fact that the permutation is self-inverting eliminates the need for a preamble.

— footer node: This node has out-degree zero, and it is reachable from every other node in the graph.
Any flow graph must have a node like this as well.

Much of the information needed to extract the encoded permutation is contained in the body. The Hamil-
tonian path, of which there can be at most one in any reducible flow graph, puts nodes in the order by which
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Fig. 4. Isomorphic permutation graphs encoding distinct permutations.

they have been numbered. Other edges in the body put the nodes in the order ¢(0),0(1),...,0(k — 1),
where k is the number of nodes in the body and o is the permutation being encoded.

The graph encodes a permutation that is its own inverse on the set {0,1,...,k — 1} that fixes 0. It
does so with a cycle among the nodes in the body, except some edges from that cycle cannot be included
in the graph because they would make the graph irreducible. Edges from nodes in the body to nodes in
the preamble serve to remove the ambiguity created by these missing edges. In Fig. 3(c), nodes 5, 6, 9,
and 10 were the tail nodes of such removed edges, since their out-degree to other nodes in the body is
only 1. The edges from these nodes to the preamble, or lack thereof, indicates how they are to be sorted in
order of the head nodes of their removed edges. No edge to the preamble means the node is to be inserted
at the end of the list. An edge to the first node in the preamble, such as node 10 has, indicates that the
node is to be inserted before the last node in the list. This puts the nodes in the order 5, 6, 10, 9. If nodes
with removed out-edges had to be placed earlier in the list than the second to last position, we would
need more nodes in the preamble. Nodes that are the head nodes of removed edges are nodes 2, 3, 4, and
7. Thus, in order to complete the cycle, we add edges from 5 to 2, from 6 to 3, from 10 to 4, and from
9 to 7. Then the nodes in permuted order are 0, 5, 2, 10, 4, 1, 9, 7, 8, 6, and 3. In cycle notation, this
permutation is (0)(1,5)(2)(3,10)(4)(6,9)(7)(8), which is its own inverse and is permutation number 5487
in our enumeration. We discuss the RPG encoding in the next section.

5 Properties of Reducible Permutation Encodings

For most of the encoding schemes described in the previous section, it is assumed that the order of outgoing
edges is preserved. Encodings that rely on such assumptions are vulnerable to the simplest type of attacks
such as edge-flips. Without this assumption, a single permutation graph can be viewed as encoding two
different permutations; see Fig. 4.

The reducible permutation graphs (RPG), however, do not rely on any such assumptions. While their
data rate is slightly lower than that of other encoding schemes, we believe their superior error correcting
properties make up for it. Moreover, RPGs are very stealthy and fit well into the CT algorithm. We study
the properties of RPGs in detail below.

Theorem 1. A reducible permutation graph G = (V, E) can be created in polynomial time.

Proof:  Let o be a permutation on {0,1,...,k— 1} (which will henceforth be referred to as Zy,) such that
o(0) = 0 and 0 = o~ 1. We use the following algorithm to create a reducible permutation graph G = (V, E):

1. Imitialization: V' := {h, f,vo,v1,...,0k-1} and E := {(vo,v1), (v1,v2),..., (Vk—2,Vk-1), (Vk—1, f)},
where h is the header, f the footer, and the remaining nodes are the body.

2. For each i € Z;\{0} such that o(i — 1) < 0(i), set £ := EU{(vy(i—1),Vo(i))}. At this point G is still
acyclic and hence reducible.

3. Compute the dominators of G — {h}, using vy as the root.

4. Initialize B := {5 € {0,1,...,k—2}:0(j) > (5 + 1)}. Initialize L := 0.

5. For each j € B, if v,(j41) dominates v,(j), set E := E U {(vo(;),Vo(j+1))}; €lse set L := L U
{(v5(jy; Vo(j+1))}- In the cases where an edge is added to E, it is a backedge, and hence has no effect
on the dominance hierarchy.

6. Let 7: L — Z be defined as 7((v;,v;)) = |[{(vi,v5) € L: i <i,5 > j}|. Let m = max7(L).

7. Ifm=0,set E:=EU{(h,v)} and return G = (V, E).



8. Else, set V := VU{p1,pa,...,pm}. For each (v;,v;) € L, if 7((vi, v5)) > 0, set £ := EU{(vi, Pr((v;,0,))) }»
where {p1,p2, ..., pm } are the preamble vertices. Set E := EU{(h, i), (Pims Pm—1)s- - -, (P2,01)s (D1,v0) }
and return G = (V, E).

The output graph is reducible up to and including step 7. If step 8 is reached (the graph needs a

preamble), the preamble is inserted so that the only path from h to any of {vg,v1,...,vx_1, f} passes
through vg. As a result, dominance relations among these vertices are preserved, and the whole preamble
dominates the whole body and the footer node. a

Theorem 2. Any acyclic digraph has at most one Hamiltonian path.

Proof: Let G be an acyclic digraph. Let Py = vgvy - - - v,—1 be a Hamiltonian path in G. Assume there
exists some other Hamiltonian path P; = v;,v;, - - - v;,,_, in G. Then there exist j and k such that j < k and
ij > 1. There is a path from v;, to v;, in path P, and a path from v;, to v;; in path Py. This contradicts
our assumption that G is acyclic, so G must have at most one Hamiltonian path. a

Theorem 3. Any reducible flowgraph has at most one Hamiltonian path. Furthermore, this Hamiltonian
path can be found in polynomial time if it exists.

Proof: Let G be areducible flowgraph, and let vv’ be a backedge in G. Then v" dominates v. By definition,
any path to v from the root of G passes through v’. Since any Hamiltonian path in G must begin at its
root, the edge vv’ cannot be contained in any Hamiltonian path of G, because v’ will have already been
used by the time the path reaches v. So, any Hamiltonian path in G is contained in the acyclic subgraph
of GG. By the above theorem G has at most one Hamiltonian path. The path can be found in polynomial
time as follows:

1. For each edge uv in G = (V, E), assign that edge a weight of oo if v dominates u and a weight of —1
otherwise. Then the subgraph of G with finite edge weights is acyclic.
2. Run the Bellman-Ford shortest path algorithm on G. G has a Hamiltonian path iff the weight of that
path is —|V| + 1; see [12] for more details.
O

Theorem 4. Reducible permutation graphs can be decoded and corrected for edge-flips in polynomial time.
Proof:  The following algorithm decodes an RPG G = (V, E):

1. Compute the dominance tree of G and verify that G is reducible.

2. Find a Hamiltonian path P in G (in polynomial time from above theorem).

3. Let vy be the first node with a forward edge not in P. Let vy, vs,...,v5_1 be the subsequent nodes in
P, excluding f. Let py, pm—1,---,P1, be the nodes strictly between h and vy, if any.

4. Let B := {vg,v1,...,Vk_1}-

5. Create an empty ordered list of nodes L. For each ¢ € {0,1,...,k — 1}, if v; has one outgoing edge to
BU{f}, insert v; in L. If v; has no outgoing edges to {p1,p2,...,Pm}, insert it at the end of the list.
Otherwise, if it has an edge to p;, insert it before the last j elements of the list.

6. For each i € {0,1,...,k— 1}, if v; has only one incoming edge from B U {h,p1}, add an edge from the
first element of L to v; and remove that first element from L.

7. Initialize an integer array A[] of k elements. Set A[0] := 0.

8. Foreachi € {1,2,...,k—1}, there will now be exactly one edge from v 4};_1] to BU{ f} not contained in
the path P. If that edge goes to a vertex v;, set A[i] := j. If that edge goes to f, set Afi] :== A[i —1]+1.

9. A will now contain the appropriate permutation.

Since the order of the vertices is determined by the Hamiltonian path P, and since any reducible flow
graph has at most one Hamiltonian path, this algorithm will extract the same permutation from any two
isomorphic graphs. Therefore, the RPG encoding scheme is resilient to edge flipping attacks. a

We have shown how to encode and decode RPGs. Now we will place a lower bound on how much data
an RPG can encode per node. To do this, we use the following lemma, which places a lower bound on the
number of self-inverting permutations on n elements. Self-inversion of the RPGs is useful as it allows us
(most of the time) to decode the graph without the use of any preamble. The preamble is not inserted if
it is not necessary and thus the size of the RPGs is smaller on average.



Theorem 5. The data rate for RPGs is at least (Ign —lge — 1) /4.

Proof:  See Appendix. O

6 Summary

We have presented several classes of graphs that can be used by two graph-based algorithms for software
watermarking and fingerprinting. We have also formulated an attack model, considering (by order of
difficulty) the types of changes that an adversary can make to a watermarked program. We have studied
the error-correcting properties of the classes of graphs discussed in the paper and have considered the trade-
offs between resiliency, data rate, performance, and stealthiness. While we have yet to find an excellent
encoding scheme, we believe that the reducible permutations graphs (RPGs) and planted planar cubic
trees (PPCTs) offer the greatest potential.

A number of software watermarking algorithms (including all the encoding schemes discussed in this pa-
per) have been implemented within the SandMark software protection research tool. It can be downloaded
from http://sandmark.cs.arizona.edu.
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Appendix

Theorem 5. The data rate for RPGs is at least (Ign —lge —1)/4.

Proof: Let p:{0,1,2,...,n} — {0,1,2,...,n} be a permutation such that p(0) = 0. We first show that
there exist permutations s : {0,1,2,...,n} — {0,1,2,...,n} and ¢t: {0,1,2,...,n} — {0,1,2,...,n} such
that 5(0) =t(0)=0,s=s"1,t=t"1 andp=tos.

Let p = p, opr—1 0---0p1, where p; through p, are disjoint cycles. For each k € {1,2,...,r}, define
S ={i€{0,1,2,...,n} | px(i) # i}. Note that 0 ¢ [J;_, S

Let k € {1,2,...,r}. Let pr = (a1az2---ay). That is, px(a;) = a;41 for each i € {1,2,...,m — 1},
pr(am) = a1, and Sk, = {a1,az, ..., an}. We will define permutations s : {0,1,2,...,n} — {0,1,2,...,n}
and t : {0,1,2,...,n} — {0,1,2,...,n} such that pp = tx o s, s = s,:l, ty, = tlzl, and sy (i) =t (i) =1
for all i ¢ Sy. Let

. Am+t2—i, if j = a; for some i > 1;
te(j) = { ) .
7, otherwise,

and let
a _4, if j = a; for some i;
Sk(]) _ { .m-i—l [ J .z
Js otherwise.

If 7 ¢ Sk, ti(sk(y)) = te(j) = j. te(sk(am)) = te(ar) = a1. If i < m, m+1—14 > 1, so ty(sk(a;)) =
fk(am+1 1) = Om42—(m+1—i) = Ai+1- So, t o 5 = pg.

If j ¢ Sk, sk(sk(j)) = sk(j) = j. For any a; € Sk, sk(sk(a;)) = sg(@m+1-i) = a;. So, sy, is a permutation
and s, = s, —1

If j & Sk orj =ay, tx(tx(j)) = tk(]) =j.Foranyi > 1,m+2—i>1,so0ty(tx(a;)) = tx(m+2—1) = a;.
So, t is a permutation and t; = tk .

In this manner we can construct an s, and a t; for each py.

Letj # k.Ifi € S;,i ¢ S, and t;(i) ¢ Sk, sot;(sk(?)) =t;(i) = sg(t;(7)). Similarly, t;(sk(i)) = sk(t;(3))
if i € Sy, or if 7 is in neither S; nor Sk So, tj o s, = s, ot; for any j # k.

So, letting s = s,0s,_10---0sy and t =t,.0t,._10---0ty, we have that

P=DPrOopr—10---0p1
=1,08.0t,_ 108, 10---0%1 08
=t,0t,_10:---0t108,08,_10---087

=tos.

If i € Sy, then s(s(i)) = sk(sx(i)) =4 and ¢(¢(7)) = tx(tx(i)) = i. If i & (J,_, Sk, then si(i) =t (i) = for
all k, so s(i) = t(i) =14. So, s=s"* and t = t~*. Since 0 ¢ |J,_, Sk, s(0) = ¢(0) = 0.

If I,, is the set of self-inverting permutations on n elements, we have a surjection from I, x I,, to S,.
Thus, |I,,| > v/n!. So, the number of bits encoded by a reducible permutation graph with a k-node body
is |1g|I,]] > L% lg n!J. As long as n > 2, such as graph has at most 2n nodes, so the bitrate is at least

|11gn!| >nlgn—nlge+lge—2 1 1 Ige 1
2n 4n 4 4 dn  2n — 4

bits per node.
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