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1. Introduction

In this assignment we’ll network security, in particular ARP spoofing.

• This is an individual assignment.

• If you have any question, please ask the TA!

2. Setup

1. Login to Deterlab at

https://www.isi.deterlab.net

2. Under the “Experimentation” menu at the top of the page, click “Begin an Experiment”.

3. Select the Project name “CSC466566” from the “Select Project” dropdown. Leave the “Group” set to
default.

4. In the “Name” field, enter your experiment name “Experiment1 - CSusername”.

5. In the “Your NS File” field, use the network simulator file on server:

/share/education/LinuxDETERIntro_UCLA/intro.ns

6. Set the “Idle Swap” field to 1 hour.

7. Leave the field “Linktest Option” and “Batch Mode Experiment” to its default values.

8. If you would like to start your experiment now, check the “Swap In Immediately” box.

9. Click “Submit.” Please note that it takes few minutes to get the experiment fully configured. You will
get an email message notifying that the system has finished swapping in your experiment.

10. Click on the “My DETERlab” link on the left hand menu. In the “Current Experiments” table, click
on the name of the experiment you just created.
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3. Accessing experiment node

1. To access your experimental nodes, you’ll need to use secure shell (ssh) to connect to

users.isi.deterlab.net

using your username and password.

2. Once you log into

users.isi.deterlab.net,

you can ssh to the experiment nodes using either the physical NodeIDs or the “Qualified Name” which
has the format

nodename.experimentname.projectname.isi.deterlab.net.

You get this information from the experiment webpage or in the email you got after your NS file was
swapped in.
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4. Introductory Exercise

1. You can start working on your first set of tasks on deter and Linux now. Here are the detailed

instructions: /50

https://education.deterlab.net/file.php/12/LinuxDETERIntro_UCLA/Exercise.html

2. After you are done with your experiment, make sure to save your work and then to “swap out” the
experiment. Do not “terminate” it unless you are sure you will never need it again!

5. ARP Poisoning

1. Now you should be ready to do the ARP assignment! Follow these instructions: /50

https://education.deterlab.net/file.php/12/MITMARP_USC/Exercise.html#tasks.
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